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Executi ve summary

The rapid growth of  digital technologies and the increased significance of online
plattorms  has led to amplified  concerns regarding child and youth consumer
protection in the digital environment. The BIK+ strategy, adopted by the European
Commission in 2022, recognises the importance of safeguarding children from

consumer and contract risks when they engage online. The current BIK Phase 5
project, therefore, includes a new action line focused on this issue . It seeks to
analyse current and emerging marketing practices targeting children and youth,

and develop targeted  awareness -raising campaigns based on evidence -based
approac hes.

This report outlines the research findings of a literature review and doctrinal
research focused on important developments in, and the (potential) impact of,

marketing practices targeting children within the digital environment . Itsaimis to:

Q identify specific marketing practices that warrant specific attention in

future awareness -raising activities
Q clarify c hi | dr e n 6 sin tmis sgebific sontext

Q delineate obligations for commercial actors that target or facilitate the
targeting of marketing practices to young audiences in the digital

environment at the EU level.

Mapping of existing and emerging marketing practices
targeting children in the digital environment

First, o verall, there is consensus that chil drenbés advertising |lite
with age, with children under 12 being particularly vulnerable . As they grow

into adolescence and (young) adulthood, children continue to develop their capacity

to engage critically with persuasive marketing tactics. Importantly however, when
itcomesto  digital marketing practices , the available research points to certain

vulnerabilities across all age groups
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Second, the review identified four major persuasive tactics employed by digital
marketers, namely  integration , interaction , personalisation , and emotion . It
found that these are often used in combination and can pose significant challenges

to children's advertising literacy.

Third, i n terms of specific marketing practices, influencer marketing and in -
game marketing have become prominent and impactful forms of digital marketing
targeting children. Significantly, a cross -cutting issue in the field of digital

marketing entails harnessing emotions  for marketing purposes, for instance, by

relying on neuromarketing research or emotional analytics and targeting. With
advancements in  artificial intelligence (Al), marketing practices drawing on
emotional responses are likely become even more effective and widespread.

Fourth , it identified several gaps in existing scholarship . These include, but are not
limited to: a focus on particular practices for a certain and often narrow age group
making it difficult to generalise findings ; lack of research on some of the

newer platforms (such as Snapchat and TikTok) ; lack of research on certain

age groups,  especially relating to younger children ;and lack of diversity in the
products investigated (with a strong focus on unhealthy foods, beverages and
toys , rather than a fuller range of products and services which might appeal to

children and young people online ).

Childrends rights in relation to di
practices
The second part of this report finds that the complexity, sophistication,

immersiveness and opaqueness of certain digital marketing practices pose

substantial challenges to childrenbés rights. Childrenbds rigl
acknowledge these challenges associated with certain practices that can impact

childrendés fundamental rights, including:

Q the right to freedom of expression and freedom of thought.
Q the right to privacy.

Q access to diverse information and protection against harmful content.
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Q theright to play.

Q the right to protection against economic exploitation.

Yet, i n parallel, the digital environment also provides positive opportunities
including childrends rights to participation,
industry playing a pivotal role in creating and maintaining high - quality content and

online services for children.

The EU legal framework for digital marketing practices
targeted at children

The final section of this report focuses on the EU legal framework for protecting
children and young people from digital marketing practices, which has been

strengthened in recent years, notably through:
Q the Unfair Commercial Practices Directive (UCPD)
Q the Audiovisual Media Services Directive (AVMSD)
Q the Digital Services Act (DSA)
Q the General Data Protection Regulation (GDPR)

and (potentially) the upcoming Artificial Intelligence Act (AlA).

1o

It also recognises and explores the role of self -regulation , noting that the

marketing sector has traditionally been very active in developing guidance for its

members. It examines a range of possible harmful practices I such as aggressive
marketing practices, harmful promotional messages, direct exhortation s to buy,
profiling and unfair Al practices 1 and outlines the regulatory mechanisms for

countering  them.

Conclusion

Insummary, the research reviewed shows that marketing practices permeate
nearly all aspects of c hjidclddngthed sociabmedia pages,| i v e s
the environments in which they play games, and the influencer videos they watch.

The increased commercialisation of these environments and the collection of
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childrenbés personal data for commerci al prof il

several of their rights including the right to development, freedom of

thought, the right to play , privacy , and protection from economic

exploitation

As such, a balanced approach is needed which seeks to both  shield children
from the potential risks of misleading or manipulative marketing practices, while
also empowering and educating them , allowing them to develop and practice
their media literacy and commercial decision -making skills.  This balanced
approach should be addressed in any awareness - raising activities
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Ter mi noamgymet hodol ogy

This report offers insights into current and emerging marketing practices

targeting children and youth in the digital environment . It covers recent

developments originating from technological innovations, shifts in the marketing

industry , and regulatory perspectives. While the report does not intend to provide

an exhaustive account, itd  oes present a snapshot of the prevailing and

evolving digital marketing practices targeting children in the digital

environment . Furthermore, it aims to shed light on how th ese practices affect
childrends rights and delineates the correspon

involved in the marketing process.

Terminology

This report employs specific terminology which is listed and defined in this section.

Children

For the purposes of this report, &hildren 6are defined in accordance with Article 1
of the UN Convention on the Rights of the Child, encompassing individuals under
the age of 18 . Where possible, r eferences to specific age groups in the studies
reviewed are included in the report  to reflectthe nuances that exist in the

literature.

Marketing practices

There is no comprehensive, universal definition for what precisely constitutes a

dmarketing practice 0, and various sources often empl oy
definitions to describe similar activities. In EU legislative and policy documents, the

t e r oomiercial communication 6 is frequently used to refe
practices. For example, the European Commission has defined commercial

communications as  fiall forms of communication seeking to promote either

products, services or the image of a company or orga nisation to final
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consumers and/or distributors 0 1 Legislative instruments governing marketing

practices may employ different terminology (e.g., advertising, 2 audiovisual

commercial communication 2 or commercial communication 4) which have evolved

over time. ° Itis also important to differentiate b e t we marketing practices 0

a n dconimercial practices 6 within the Unfair Commerci al P
Marketing practices, although encompassed within the category of commercial

practices, represent a narrower subset. 7

From an industry perspective, the International Chamber of Commerce (ICC)

employs the term  @ommercial communication G meaning fany publicity

activity intended as part of a marketing process for goods or services 0.8
This definition encompasses a range of activities, including advertising, public

relations, sales promotion, direct marketing, and more. Additionally, the ICC

specifically defines  advertising as a form of commercial communication

entailing commercial messages carried by a variety of media (e.g.,

television, press, telephone, radio)

With the above definition of marketing practices in mind, this report  focusses

specifically on any form of communication aimed at promoting products,

lEuropean Commi ssion, O6Green Paper on Commerci al Communications in thi
https://europa.eu/documents/comm/green_papers/pdf/com96_192_1_en.pdf
2 Directive 2005/29/EC of the European Parliament and the Council of 11 May 2005 concernlng unfair business -to -consumer

commercial practices in the internal market and amending Council Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and

2002/65/EC of the  European Parliament and of the Council and Regulation (EC) No 2006/2004 of the European Parliament

and of the Council (6Unfair Commerci al Practices Directiveo) 2005.

3 Directive 2010/13/EU of the European Parliament and of the Council of 10 March 2010 on the coordination of certain

provisions laid down by law, regulation or administrative action in Member States concerning the provision of audiovisual

media services (Aud iovisual Media Services Directive) 2010.

“ Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information

society services, in particular electronic commerce, in the Internal Market (Directive on electronic commerce) 2000.

® For instance, with regard to regulation of audiovisual media, Castendyk clarifies that the introduction of the general concep t

of fAaudiovisual commer ci al communicationo was necessary in order to c
media se rvices, including advertising, sponsorship, teleshopping, split screens, interactive advertising and product placement.

R. Chavannes and O. Castendyk, o6éDirective 2007/65/EC AAudiovisual Me d
Dommering and A. Scheuer (eds), European Media Law (Kluwer Law International 2008).

fArticle 2 (d) UCPD defines ' commer c-itoaclo npsruancetri cceosndme(rnteiaanli npgr adchtuisci enseds)s
omission, course of conduct or representation, commercial communication including advertising and marketing, by a trader,

directly connecte d wi th the promotion, sale or supply of a product to consumer
"For instance, the interface design of digital platforms and services
consumer rights . While the nature thereof  could be considered to be commercial (e.g. , aiming to convince users to disclose

more personal data  which can be monetised  or keep users on the platform for a longer period of time ), it does not qualify as

promoting a product or service, which is essential to be considered as a marketing practice . For more specific information on

interface design  see, for example,  European Parliament resolution of 12 December 2023 on addictive design of online services
and consumer protection in the EU single market (2023/2043(INI)).
8l nternational Chamber of Commerce, O6Policy Statement on Freedom of Cc¢
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services, or the reputation of a company or organisation in the digital
environment . Furthermore, the report zooms in on such digital marketing
practices in as far as they address or are encountered by child consumers (under

the age of 18; see above).

Persuasive tactics

In essence, advertising  always aims to persuade consumers to purchase certain

goods or services. Marketers employ persuasive tactics , Which are strategies or

ways of encouraging consumers to interact with products/services, ultimately

aiming to persuade them to make a purchase. While the focus traditionally used to

be more on the persuasive message in advertising, in the digital environment there

is a noticeable shift towards concentrating on persuasive tactics . These tactics

operate mainly at a preconsciou s level, subtly shaping childr

brands or products. °

Manipulative marketing  practices

In this report, characteristics of certain marketing practices which might be

considered Omanipul atived are discussed.

Across the documents that were studied, there is no equivocal definition of
Gnanipulation 6, theirtotion is often linked to unfairness, unjustness or
undue influence .10 At the UN level, manipulation is considered a form of

(commercial) exploitation. YScholars have described mani pul a

SP. De Pauw and others, 6From persuasive messages to tactics: Expl ori.i
advertisi ng20i8p r0rew Mailia & Society 7.

10 For instance, in the context of the Unfair Commercial Practices Directive (infra). See European Commi ssion, 6Com
Notice - Guidance on the Interpretation and Application of Directive 2005/29/EC of the European Parliament and of the

Council Concerning Unfair Business  -to -Consumer Commercial Practices in the Internal Market. Official Jour nal of the European

Union C S2&/ T®.r i rleetuserofdndormation about the vulnerabilities of specific consumers or a group of

consumers for commerci al purposes is likely to have an effect on the
circumstances of the case, such practices could am ount to a form of manipulation in which the
influenced over the consumer, resulting in an aggressive commeroci al p
1A, Atabey, K. Pot hong and S. Livingstone, OWhen Are Commerci al Pract
Digital Worldoé (5Rights | Digi thtigps//digitalfutureseommisSiomorgiulsbog/ivehen, 2 0 2aBe)

commercial -practices -exploitative -ensuring -child -rights -prevail -in-a-digital -world/ ; S. van der Hof and others,

Right to Protection against Economic Exploitation in the Digithd Worl
833, UN Committee on the Ri gadoptedythe Committe€dti | ¢, dARelg dhr tMeet i ng, on 8 Oct
(UN, 1993) https://digitallibrary.un.org/record/194072
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of influenced, and/or O0the impossibility of ra
an individual s autonomy.

Determining the  precise threshold at which a practice can be classified as

manipulative  (and not merely persuasive) may not always be straightforward

Factors that may be taken into account include the characteristics of the

practice, the circumstances in which it is used, the (vulnerabilities of the)

target group, and the power imbalance between trader s and consumer  S.

Some scholars caution against employing the te
digital marketplaces, asserting that it inherently implies in tent. Their perspective
emphasi ses the significance of the platformbs
the strategies pursued by the designer. 13

Advertising literacy

AAdvertising literacy 6 encompalsisler ends body of knowl edg:
and skills related to advertising. It includes their ability to recognise

commercial messages, decipher the persuasive intentions behind such

messages, and critically evaluate them .14 As children grow older, they acquire

the ability to navigate their way through the overload of commercial information

and gradually hone their critical decision -making skills. °

2p, Hacker, O6Manipulation by Al gorithms. Exploring the Triangle of Un
Law@o2l) Eur opean Law Journal; K. Grisse, ORecommender Systems, Manipul a
Civil Law Regul ates and Should Regul ate Recommender Systems for the B

Kaesling and S. Robbins (eds), Recom mender Systems: Legal and Ethical Issues (Springer International Publishing 2023)
https://doi.org/10.1007/978 -3-031-34804 -4 6.

13 For more information see N Hel berger and others, &é6Choice Architectures in the Di
Understanding of Digital Vulnerabilityd (2022) 45 Journal of Consumer
¥V, Cauberghe and others, OReclamewijsheid Bij Kinderen En Jongeren:
Ministerie van Cul tuur , [AdeettigirdLiterS8cy of Childre and Yoerd) Peojdle: Research report

commissioned by the Ministry of Culture, Youth, Sports and Media] (2012)

https://biblio.ugent.be/publication/4130480/file/4130494 ;o E. Rozendaal and others, O6Reconsiderin
Defense Against Advertising Effectsd (2011) 14 Media Psychology 333;
Literacy Mediate the Effects of Advertising on Children? A Critical Examination of Two Linked Research Literatures in Relation

to Obesity and Food Choiced (2006) 56 Journal of Communication 560; D

Skepticism toward TV Advertising and Kn 928Uoerdajof ConsimeAREsearchtl65s er Tacti cso
15 Cauberghe and others (n 1 4); Rozendaal and others (n 1 4).
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Influencer marketing

While t here is no universally accepted definition of onfluencer marketing 6, this
report refersto  De Veirman etal. who describe influencers  as fipeople who built

a large network of followers and are regarded as trusted tastemakers in

one or several niches 0 1% Additionally, terms like content creators and brand

ambassadors are commonly used to refer to influencers.

In -game advertising

There is no uniform academic definition of th IS practice that comes in many
formats. However, t he European Advertising Standards Alliance (EASA) defines in -
game adv er t i sthewge ohcempiter and video games as a medium in

which to deliver advertising ol

Methodology

The present report consists of a n analysis that was conducted between 1 1
September and 31 October 2023. The analysis was conducted through 1) a
literature review and (2) doctrinal research

For the literature review , a research assistant at the Ghent University Law and

Technology research group first con str ucted an inventory of potentially relevant
research. This inventory mainly focused on sources such as market and marketing
research, communication studies, policy reports and legal studies. The principal
investigator then reviewed the most relevant documen ts in light of the existing
body of research  on digital marketing and children . The analysis focused on several
critical aspects, includin g identifying emerging marketing practices, understanding

the target audience and impact on different age groups (where possible) , and a

thorough examination of the persuasive tactics used in these practices. The

M. De Veirman, V. Cauberghe and L. Hudders, O6Marketing through Insta

Foll owers and Product Divergence on Brand Attituded (2017) 36 Interna
YEASA, 6Digital Mar keting Communicati ons Bhitpsit/wwReasa t-allaece.ddgdvpo-mmendat i on
content/uploads/2022/03/2015_ -_EASA_Digital_Marketing_Communications_Best_Practice_ Recommendation_0.pdf
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Sect l:onMappi ng of exlI s
emer ging marketing pr

a
children I n the digita

This section of the report attempts to provide a (non -exhaustive) situational picture

of existing and emerging marketing practices targeting children and young people

as they engage with the digital environment. The first subsection (1.1) explores the
persuasive tactics employed by digital marketing practices (without being specific
to any format ) and the subsequent impact on children's advertising literacy

While (some of) these tactics have been used in marketing for a long time, they

have gained prominen  ce with the digitisation and convergence of media. Moreover,
although the specific marketing practices or formats may evolve over time, the

persuasive tactics they depend on have remained relatively consistent 18

Shifting to the second subsection (1.2) , the focus turns to the  transformation in
children's media consumption habits and the accompanying  shifts in

marketing strategies . This section zooms in on influencer marketing , In -game
(data -driven) marketing and, as a cross -cutting issue , the advancements in

the use of emotions for marketing purpos es. Finally, the third subsection (1.3)

consolidate s a number of overarching findings derived from the literature review.

1.1 Persuasive tactics employed by digital marketing
practices

The literature review confirms that , similar to the offline world, children
remain an attractive target group for advertisers online , hot only as primary

consumers who can make purchases with their pocket money, but also as

¥These tactics were also defined in the Phd research of Dr. Valerie V
landscape. Much of the research on more recent marketing practices or formats continues to build upon this existing body of
research. V. Verdoodt, Childrends Rights and Commercial Communication in t
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secondary consumers who can influence their parents' buying decisions. 19 They also

embody the future market, transitioning into adults with full commercial decision -

making capabilities over time. Remarkably, children already show signs of
brand awareness at an exceptionally young age , With brand recognition
already manifesting itself at the tender age of two. 20 Therefore, advertisers and

marketers engage strategically with children from the very beginning of their lives

and effectively mould them into &hild consumers @

The literature review revealed that children's advertising literacy gradually

increases with age, 2! with children under 12 generally  considered a
particularly vulnerable group to persuasive marketing tactics .22 This
vulnerability is mainly attributed to their limited advertising literacy skills, including
their limited knowledge of advertising and their ability to critically analyse

advertising. 23

However , when it comes to digital marketing practices , the literature review
suggests that children aged 12 and above may also be considered vulnerable

(at least to certain practices) .?* Digital marketing  practices employ tactics  that are
notably subtler than traditional formats (like television advertising  ),?® often

operating at a preconscious level. Rather than primarily conveying information

about products and services, these practices aspire to cultivate enduring brand
recall and foster positive attitudes towards a brand .26 This objective is
¥F., Loose and others, O6Preschoolers and Advert

ising: A Systematic Lit
Ef fects of Advertising on Preschool Childrend (2023) 52 Journal of Ad
20 B. Gunter, Kids and Branding in a Digital World (Manchester University Press 2016).
21 For example, certain social science studies have used specific categories linked to stages of advertising literacy, such as 0

to 5 years, 8 to 12 years, 12 to 15 years and 16 to 18 years of age. Cauberghe and others (n 1 4).
2 E. Rozendaal and M. Buijzen, o6Childrenés Vulnerability to Adivertisin
2020s)6 (2022) 42 I nternational Journal of Advertising 78; L. Hudders

Literacy CanAffe ¢t Chi |l drends Processing of Embedded Advertising Formats: A F
Advertising 333.

2 M. De Veir man, L. Hudders and M. R. Nel son, 6What |Is Influencer Mark
and Direction for Future Researchd (2019) 10 Frontiers in Psychology.
24 Forinstance, one study has shown that advertising literacy regarding targeted advertising on social media gradually

increases between the ages of 12 and 16; yet, awareness about the collection and use of personal data to personalise

targeted ads only matures by the age of 20 .B. Zarouali and others, O6Adolescentsd Advertisi
Strategies in the Context of Targeted Advertising on Soci al Net wor ki n
Consumers 351.

2 Traditional formats like TV commercials primarily spread factual or propositional messages, for instance by focusing on the

product quality and characteristics. E. S. Moore and V. J. Rideout, 6é6The Online Marketin
and Games?6 (2007) 26 Journal of Public Policy & Marketing 202.
2% p, De Pauw and others, 6From Persuasive Messages to Tactics: Expl ori

Advertising Formatso6 (2018) 20 New Media & Society 2604.
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achieved through sustained exposure to the brand or product and serves as a
form of implicit persuasion .2" This concept is also described by Nairn and Fine as

Opositive affect transferdéd from engaging and c

or product integrated into it. 28
Important to underline is that the literature review also showed a variability in
the age ranges employed across different studies , which calls for caution

regarding generalisation. Children  of the same age can  also exhibit widely varying
capacities and skills, influenced by factors such as personal interests, 2°i ndi vi dual

media use and experiences with the persuasive attempts they face in daily life, 30
the values and norms that reside in the culture in which they live, 31 and external
social influences (like parents or peers) 32

1.1.1 Integration of commercial messages into non -commercial content

One prevalent persuasive tactic in this domain involves seamlessly blending
commercial messages into non -commercial content , such as videos or

photos. 33 The underlying idea behind integration lies in the notion that marketing

practices are most effective when they remain inconspicuous to the consumer. 34
According to Buijzen et al., there are three primary forms of integration (1)
format , (2) thematic , and (3) narrative integration 35

Q Format integration entails embedding a commercial message within a

specific editorial context, such as presenting an advertisement in a style

2, Hang, o60Online Game Advertising and Children: A Literature Reviewb
Bath 2015) http://opus.bath.ac.uk/45052/ ;  S. Auty and C. Lewis, O6Exploring Childrends Ct
Product Placementdé (2004) 21 Psychology and Marketing 697.

2 A Nairn and C. Fine, O6Whods Messing wi tPnocessyModdls fordhe EthicE of Advertisipgl i cat i ons
to Childrend (2008) 27 International Journal of Advertising 447.

2° Rozendaal and Buijzen (n2  2) 3.

P De Pauw, O0Childrends Advertising Literacy: EmpAMutr-Persgecti@hnglindim en t o C
Childrenés Abilities to Critically Process Contemporary Advertisingo
Friestad and P. Wright, O0The Persuasion Knowledge Model: How People Cope w
Consumer Research 1.

31 Hudders and others (n2  2) 5.

2 Anubhav Mishra and Moutusy Maity, o6Ilnfluence of Parents, Peers, and
Attitudes, and Purchase Behavior: A Meta -Analysisd (2021) 20 Journal of Consumer Behavi ou
3¥VvVarious other terms are used when talking about this marketing trend
s, L. Calvert, o6Children as Consumers: Advertising and Marketingdo (2
%M. Buijzen, E. A. Van Reijmersdal and L. H. Owen, o6lntroducing the P
Peopl eds Processing of Commercialized Media Contentdo (2010) 20 Commun
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similar to a news article or featuring a sp

social media newsfeed.

Q Thematic integration involves seamlessly incorporating commercial
messages into thematically relevant content, such as sports brand logos at

sporting events. 36

Q Narrative integration entails integrating the commercial message directly
into the storyline of certain media content, as seen in product placement
within online videos. Beyond these integration types, promotional messages

may also span across various media or platforms simulta neously.

In contemporary marketing, it is common for marketers to adopt a holistic
marketing strategy , targeting children with the same promotional message
through diverse media channels. 37 By harnessing the combined effects of these

diverse platforms, such campaigns may achieve a viral impact. 38

Research shows that the prolonged exposure of children to branded

environments leads to a blurring of the distinction between advertising and

programme content for them. 3° For (child) audiences, it becomes much more
difficult to know whether digital content has a persuasive intent or not. 40 The
seamless integration of commercial messages into the storyline and the imagery of

media content often bypasses potential irritation or resistance on the part of the

child. This effect is particularly pronounced among younger children (under the age
of 12) , as their capacity to engage critically with integrated marketing practices is

less developed. 4!

36 ibid.

L. Watkins and others, O0OAn Objective Assessment of Childrendés Exposu
Cross-Sectional 2®20dydo The20 Lancet Planetary Health e132; D. Doganay, 06Cou
Strategy | s More I mportant ThitpsWwwiviosbesTom(sikes/forliesbasines@cOulcd/2020/03/31/a -

holistic -digital -marketing -strategy -is-more -important -than -ever/ .

%K. Tutaj and E. A. van Reijmersdal, OEffects of Online Advertising F
(2012) 18 Journal of Marketing Communications 5.

®K. Daems, P. De Pelsmacker and |. Moons, 06The Effect of Ad Integrat:i
Brand Attitude and Personal Data Sharing6 (2019) 99 Computers in Huma
“E, A. van Reijmersdal and E. Rozendaal, O0Transparency of Digital Nat

Chall enges for Regulation and Educat i pRodendad dh@Rujjzen4n5 Z29.mmuni cati ons 378
41 De Veirman, Hudders and Nelson (n 23).
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The societal consequences of this blurred boundary between commercial and non -

commercial content are substantial.

Integrated marketing practices capitalise on the fact that (young) consumers
cannot wholly disregard the commercial message, as it is intrinsically interwoven
with the informational component. 42 Consequently, (young) consumers often
encounter challenges in recognising persuasive commercial messages, impairing

their ability to critically evaluate the content. 43

Persuasive tactic:

Integration

What is it?
The term refers to integration of commercial messages into non-commercial
content.

What forms can it take?

The most common forms are format integration (entails embedding commercial
messages in editorial context such as presenting an ad in the style of regular
content), thematic integration (involves seamless incorporation of commercial
message in thematically relevant content such as sports branding at sporting
events), and narrative integration (entails integration of commercial message
directly into storyline of regular content such as product placement in online
videos).

What are potential risks for young people online?

The tactics of integration can lead to intensified blurring of boundaries between
advertising and programme content, which, in turn, makes it more difficult for
young people to recognise the persuasive intent of a message.

Ataglance 1: Persuasive tactic - integration

As an illustration, research has shown that children can better recognise
traditional television commercials as marketing practices as compared to

the following new formats relying on integration : advergames, sponsored

21, Hellemans, E. Lievens an-dndPSeekAlegakPerspectve bnahg Camglex Bistidction between
Commerci al and Editorial Content in Hybrid Advertising Formatsdé (2015
4 Rozendaal and Buijzen (n  22).
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content and brand placement .44 Although children can easily recognise and
understand the concept of advertising banners, they have less understanding of the
persuasive intent of commercial communication when exposed to advergames and
sponsored content. They also find it more difficult to recognise the commercial
nature of these digital marketing practices compared to television and online

banners.

According to De Pauw et al., children in general do not actively look out for

commercial communication that is embedded into entertaining or interactive media
content. This also entails that children do not reflect on the tactics such new

marketing practices  employ (e.g. , positive affect transfer, the collection of personal
data). 4> According to Nairn and Fine, these techniques are particularly likely to

persuade young consumers in an implicit manner .46

Furthermore, there is also a trend of using immersive technologies , like virtual
and augmented reality, as part of the marketing approach. 47 In addition to
immersive gaming environments (see infra ), the concept of the metaverse is
garnering attention within the marketing industry I a virtual world accessible to
consumers, where tracking and commercial surveillance can be even more

streamlined and extensive than traditional digital platforms. 48

It is argued that  in the metaverse , brands and marketers would be able to forge

deeper connections with (young) consumers , by offering new levels of

“F. Loose and others, OA Qualitative Approach to Unravel Young -Chil dr
Depth Interviews with Children and Their P@geed-7)sD DgJang 2. Hyddezsbnd¥Woung Con
Cauberghe, 6ls reclame kinderspel ?: Een v er g e-keffedtikteit mag tradigoneleére r ec | a me wi
online reclamevormen bij ki nder e ifilsadenising citd's ay:iA lcdmpanisbreof theeadvértisingg d e n 6

evidence and advertising effectiveness of traditional and online forms of advertising among children of different ages'] (2020)

48 Tijdschrift voor Communicatiewetenschap https://lwww.aup  -online.com/content/journals/10.5117/2020.048.003.002

(ages7 -12); S. An, H. S. Jin and E. H. Park, o6Childrends Advertising Lite
Advertisingd (2014) 43 Jo(agesBa9). of Advertising 63

s p. De Pauw and others, 6From Persuasive Messages to Tactics: Expl ori
Advertising Formatso6 (2018) 20 New Media & Society 2604.

46 Nairn and Fine (n 36).

0. Adeola and others, 06The Future of Marketing: Artificial Intellige
E. Hinson and AM Sakkthivel (eds), Marketing Communications and Brand Development in Emerging Economies Volume I:

Contemporary an d Future Perspectives (Springer International Publishing 2022).

“S. Hollensen, P. Kotler and Mthe®©. NOwrMdMamk &t i oMet miveerseed (2023) 44 J
Strategy 119; McKinsey & Company, OMarketing in the Metaverse: An Opp
Mc Ki ns ey 0 htip//en2w2mckinsey.com/capabilities/growth -marketing -and -sales/our -insights/marketing -in-the -

metaverse -an-opportunity -for-innovation -and -experimentation
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integration, interaction and engagement. 49 Virtual reality (VR) headsets, for
instance, allow users to interact with objects from a 360° perspective in virtual
space, creating i mmersive simulations t

experience (see infra).

1.1.2 Interact ive nature of the marketing practice

Another tactic used by digital marketers is involving the consumer actively in
marketing campaigns . McMillan and Hwang have identified three dimensions of
interactivity encompassing (1) usercontrol , (2) communication direction

(3) temporal aspects .50

Q User control pertains to the userodos abilit

quantity of information accessible online.

Q Within the digital context, the direction of communication will often
assume a two -way nature, given that internet users can readily engage in

dialogue and interaction with others , including marketers and brands,

Q The third dimension, time , underscores the synchronisation, as interaction

may take place simultaneously or delayed. 51

Beyond these three dimensions, scholars have argued that interactivity within
marketing practices can be characterised by different features .52 For instan
contemporary marketing campaigns or strategies leverage the constant
connectivity of young individuals and their extensive use of digital media
Moreover, interactivity frequently intertwines with other persuasive tactics,

such as personalisation and integration . This is exemplified by practices like

®Y. K. Dwivedi

Practiced6 (2023) 40 Psychology & Marketing 750.

0s., J. McMillan and J. Hwang, O6Measures of Perceived Inter
User Control, and Time in Shaping Perceptions of Interacti
%y, Cauberghe and P. De Pel smacker, O6Advergames: The | mpac
Responsesd6 (2010) 39 Journal of Advertising 5; K. Daems an
Aimed at Children and Teenagers. A Research Report within the Frame of the
52 Daems and De Pelsmacker (n  51).
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social games, where promotional messages are placed in a context where peers

play a central role, %3 or targeted advertisements on social media.

Persuasive tactic:

Interaction

What is it?
The term refers to the interactive nature of (newer) marketing practices in which
consumers are actively involved in a marketing campaign.

What dimensions are most relevant?

User control refers to the user’s ability to search for and manage the quantity of
information accessible online, direction of communication is often two-way in
digital contexts, and time emphasises synchronous interaction. Furthermore,

online marketing strategies leverage the constant connectivity of young people.

What are potential risks for young people online?

These tactics (typically occurring in combination with others) foster positive
product or brand associations by delivering engaging interactive content to
young people. Through the appeal of such interactive content, young people can
become multipliers of commercial content, by producing and sharing it within
their own networks. Furthermore, research found children to be more
susceptible to the persuasive impact of marketing seamlessly integrated into
interactive content such as social games.

Ataglance 2: Persuasive tactic - interaction

Interactive marketing practices, like advergames and branded mobile applications,
have emerged as invaluable tools for marketers, particularly when targeting

children. These techniques facilitate the creation of positive product or brand
association by delivering engaging interactive content .54 Consequently,

children transcend their passive roles as mere receivers of marketing messages and

actively participate in the marketing process. % Marketers harness this dynamism,

S E. Rozendaal and others, 6Childrends Responses to Advertising in Soc
“B. Feijoo and C. S8daba, 6When mobile advertising is interesting: in
content on soci al medi adé (2022) 35 Communication & Society 15; A. D.
Children in the  Digital Age: A Content Analysis of 17 Child -Targeted Websitesd (2013) 18 Journa of
563; A. Nairn and H. Hang, O6Adver games: I'tés Not Childés Play: A Revi
Parenting Institute 2012) http://www.agnesnairn.co.uk/policy_reports/advergames -its-not - childs -play.pdf .

% Daems and De Pelsmacker (n 51) ; Kat hryn C Montgomery and Jeff Chester, &élnteracti

Targeting Adol escents in the Digital Aged (2009) 45 Journal of Adol es
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encouraging young consumers to share and produce content to promote certain

brands, products, and services within children
through various means, such as likes and comments, the use of sponsored filters in

photos, or the sharing of videos featuring brand -related songs or products. %% Also,
immersive technologies, like virtual and augmented reality can be used to offer

enhanced interactions between consumers and brands (see supra ). >’

Furthermore, f romth is review , it appears that children encounter notable

challenges  when applying their advertising literacy skills to interactive

advertising . It is generally acknowledged that peers such as friends or classmates

wield significant influence in shapmaking. chi |l dr e
Banerjee and Dittmar clarify that as children mature, they come to believe

that possessing specific products and brands dictates the quality of their
friendships .58 In this context, the peer group establishes a benchmark for brands

and products that are considered cool and desirable.

Additionally, Rozendaal et al. underscore the role of peer influence within the realm

of social games, rendering children more susceptible to the persuasive impact

of marketing seamlessly integrated into these games .59 In accordance with
these findings, Zarouali et al. found that online peer communication on social
media generally diminishes advertising literacy among adolescents
concerning commercial messages that appear in their newsfeeds. 60 More

specifically, the study concluded that when adolescents chat with peers they might
be less able to interpret a message containing social elements, such as likes of their

friends, as being content ori gi nat iamaglveftige. nf® 6 a

56 Daems and De Pelsmacker (n  51).

57 Dwivedi and others (n 49).

% R. Banerjee and H. Dittmar, o6l ndividual Differences in Childreno6s Ma
Personality & Social Psychology Bulletin 17.

% Rozendaal and others (n 53).

©B., Zarouali and others, 6The I mpact of Online Peer Communication on
toward Soci al Padermesantedsat Bingad van de Communicatiewetenschap 2017 (2017).
61 ibid.
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1.1.3 Personalisation of digital marketing practices

A third persuasive tactic that has prominently emerged in recent years revolves

around the personalisation of digital marketing practices .62 This development
is attributed to technological advancements and the rise of data -driven business
models, which have collectively led to the collection and processing of personal data

on an ever -expanding scale. This is also true for young consumers, whose personal

data is being gathered by various entities, from businesses to governmental bodies

and educational institutions. % Chi | drends online activities ar
tracked, and the harvested data is converted into profiles ,64 on the basis of

which marketers are able to target children with personalised advertisements.

The literature review reveals that personalised advertising techniques allow

for a more effective transmission of the commercial message , as advertisers

can respond explicitly to a specific userods de

base. % This is a distinct advantage when it comes to building a strong and lasting

personal interaction and connection with the (child) consumer. Research has shown
that commercial messages aligned with the interests and behaviour of consumers

tend to cultivate a more positive brand attitude. Such messages are perceived

as less intrusive, more pertinent and useful, ultimately elevating

consumer so6 intent t o ni%MoeovpruYarcehah sbeesved a
substantial surge in click  -through rates for marketing practices employing

behavioural targeting techniques. 67 However, it is worth noting that the level of
personalisation of marketing can vary depending on the types and amount of

52 M. Walrave andothers , O6Li ke or dislike? Adolescentsd responses to personali ze
Journal of Marketing Communications 6.

D. Lupton and B. Williamson, 6The Datafied Child: The Dataveillance
New Media & Society 780; S. van der-Bdsfed &haAgrsées, odr the ILawAoRi €t § d
Digital Wor | d6 (2016) 34 Wis. 1Intol LJ 4009.

“F. Bosco and others, 6Profiling Technologies and Fundamental Rights
from European Data Protection Authoritieso, Ref orming European Data P
http://link.springer.com/chapter/10.1007/978 -94-017-9385-8_1.

8 S, L. Calvert, o6Children as Consumers: Advertising andCaMmengHeaendi ng. 6 (
others (n 14).

66, F. Bright and T. Daugherty, o6Does Customization I mpact Advertisin
Perceptions of Advertising in Customized Online EnvironmentAGhoge2012)
and S. Yang, O6An Empirical Analysis of Search Engine Advertising: Spo
Management Science 1605; Walrave and others (n 62).

3. Yan and others, OHow Much Can Behavioral Targeting Help Online Ad
conference on World wide web (ACM 2009) http://dl.acm.org/citation.cfm?id=1526745 ; De Pauw and others (n 45).
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personal data used. © Excessive personalisation in a commercial message

may lead to consumers perceiv ing it as a breach of their privacy ,89 which
was also validated in a study examining the effects of retargeting on adolescents

(16 -18 years) .7°

The literature review also reveals a concerning trend where both children and
adolescents remain largely unaware of the pervasive tracking and

commercial targeting that occurs inthe  online environment. ’* Research findings
illustrate that among children aged 9 to 11, even though some could recognise a
personalised advertisement (when it was not integrated in the media content), very

few comprehended that these marketing practices were tailored based on the ir

previous browsing behaviour. 72

s, C. Boer man, S. Krui kemeier and F. J. Zuiderveen Borgesius, 60nlin
Research Agendad6 (2017) 46 Journal of Advertising 363.

M. L. Anteunis and G. van Noort, délnteractivity Effects in Social Me
Underlying Mechanisms, The 10t h | CORRilreftioCto thi§, eesearch has shBventhhtitherécoyld2 0 1 1) .
even be 6reactanced, where consumers mentally resist persuasive attem
wishes. J. van Doorn and J.C. Hoekstra, O6Customization of Online Advertis
Letters 339.

B, Zarouali and others, o6ADo You |ike Cookies?0 Adol esAdsandited0 Skeptic
Moder ating Role of Privacy Concern and a Textual Debriefingd (2017) 6
ns. C. Boer man, S. Krui kemeier and F. J. Zuiderveen Borgesius, 00nlin

Research Agendadé (2017) 46 Journal of Advertising 363.
72 De Pauw and others (n  45).

—_
INHOPE 1
European Vp European n GHENT
- Union Lschoainet ins@fe UNIVERSITY




Better Internet for Kids

Research report: Manipulative digital marketing
practices targeted at children and youth online

Persuasive tactic:

Personalisation

What is it?

The term refers to a tactic that harvests data from tracking children’s online
activities and converts these into profiles on the basis of which marketers are
able to target children.

What are potential risks for young people online?

Research found that personalised advertising techniques allow for a more
effective transmission of commercial messages and that children and young
people often remain largely unaware of the pervasive tracking and commercial
targeting online. They frequently perceive such personalised messages as less
intrusive, more pertinent, and useful, ultimately elevating their intent to make
purchases. However, research also found that excessive personalisation of
commercial messages may also be perceived by young people as a breach of
their privacy.

Ataglance  3: Persuasive tactic - personalisation

Shifting the focusto  teenagers , who are frequent users of social media, we find a

similar lack of awareness regarding data collection and personalisation tactics. 3

Onestudy shows that while childrenbés advertising |
improve with age, almost half of 17 -year -olds exhibit a limited understanding of

persuasion tactics, with many failing to grasp the underlying data processing

practices in these advertisements. “

Moreover, teenagers frequently lack awareness regarding the commercial

use of their personal information and are susceptible to the persuasive

effects of personalised advertising . Their coping strategies also often prove
inadequate in this context. 5 Some studies suggest that teenagers may exhibit

minimal concern regarding personalised marketing practices and the preceding data

“M. Stoilova, R. Nandagiri and S. Livingstone, O6Chil dr en&sSystdmatcer st and
Evidence Mappingdé (2021) 24 Information, Communication & Society 557.
“B. Zarouali and others, 6Adolescentsd Advertising Literacy and Priva
Advertising on Soci al Net working Sites: | mplications for Regul ationd
» S, Hol voet and others, OExploring Teenagerso6 Folk Theories and Copin
and Personalized Advertisingd (2022) 10 Media and Communication 317.
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collection. More specifically, teenagers increasingly prioritise the social value of

their online participation, downplaying potential associated risks, and subsequently

accepting commercial data collection without significant privacy concerns. 76

However, it is important to exercise caution in generalising these findings. A

systematic evidence review of chi |l drends understanding of p
protection from2021 s howed that there is still a gap 1in
understanding of  businesses drawing inferences from data collected about them. 77

1.1.4 Use of e motion in (digital) marketing practices

A fourth persuasive tactic is the use of emotion. To some extent, one could argue
that all marketing messages aim to evoke an emotional response from
consumers . More specifically, marketers seek to elicit emotional responses in
order to create awareness, positive brand association, and an emotional desire for a

product or service. 8

In this context, both positive and negative appeals may be used to elicit an

emotional response. ’° Whereas positive appeals promise positive emotions as a
result of the use or purchase of the advertised product or service 80 negative
appeals associate negative consequences for those who fail to comply with the
marketing message. &' However, while positive appeals have long been viewed

as a safe approach to capturing consumer attention and influencing their

attitudes , there is less consensus within the scientific community regarding the

efficacy of employing negative emotions in marketing practices. 82

%“S. Youn and W. Shin, O6Adolescentsd Responses to Soci al Medi a Newsf ee
Knowledge, Benefit -Ri sk Assessment, and Ad Scepticism in Explaining Informatio
of Advertising 213; G . Hassel balch Lapenta and R. Frank JBrgensen, O6Yout h, Pri v,
Privacy in Public Policy -Ma k i §29%5 ) First Monday https:/firstmonday.org/ojs/index.php/fm/article/view/5568

"7 Stoilova, Nandagiri and Livingstone (n 73).

%V, Verdoodt, D. Clifford and E. Lievens, O0Toying with Children6és Emo
Advergames in the EUOd (2016) 32 Computer Law & Security Review 599.
“®N. Henley, R. J. Donovan and H. Moorhead, OAppealing to Positive Mot

of a Positive Parenting Campaignd6 (1998) 4 Soci al Mar keting Quarterly
80, L. Reed and J. L. -CentarylsegahDoctrineeMegihTwventetnt h -Century Marketing Techniques: F.T.C.

Regul ation of Emotionally Conditioning Advertising6é (1976) 11 Georgi a
81 verdoodt, Clifford and Lievens (n 78).

82M. Balconi, M. Sansone and L. Angiol ettl9-Reld&€oadumeéveriinsihg: Fakbeeaf
(2022) 13 Frontiers in Psychology https://www.frontiersin.org/articles/10.3389/fpsyg.2022.834426
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Emotions can shape decision -making & intwo important ways:

Q Certain emotions are associated with different patterns of cognitive

assessments that  allow to predict the outcome of the decision - making

process (e.g. , anger or joy)

Q Emotions influence  how individuals process information and whether they do

so superficially or in detail .84
Marketers aim at inducing emotional responses with consumers to create
awareness and positive brand associations .85 In turn, this will evoke an

emotional desire for the advertised product or service, which motivates them to

take action. 2 Emotional appeals can be used both for the content and the

delivery of the commercial message. With regard to the latter, gamification
elements  are often used to exploit cognitive biases, including when a marketing
campaign is targeted at children. 87 For instance, by using elements such as

countdowns (e.g. , counting down the time left until a certain offer is no longer

valid), marketers make use of peopleds | oss av
potential losses as larger and more significant than equivalent gains. 88

8J. S. Lerner and others, OEmotion and Decision Makingd6 (2015) 66 Ann
8C. R. Hullett, 6The I mpact of-AM@ad g sos OPEdROODHY i BrR2: CA mvhaitn d.Clifford, on Re s e a
6 Ci t-iCansumers in a Personalised Galaxy: Emotion Influenced Decision -Making, a True Path to the Dark
8 3, Bansal and M. Gupta, 6Towards Using Artificial Intelligence in Ne

86 ibid.

8%z. M. C. van Berlo, E. A. van Reijmersdal and M. Ei se\nalysisob The Gami fi
Advergame Effectsd (2021) 50 Journal of Advertising 179; R. Terlutter
Analysis and Resear ch DirectionsofIn -Game Advertising, Advergames, and Advertising in

Journal of Advertising 95.
8 Koh W.C. andSeah Y.Z., o6Unintended Consumpti onz:CommerEfef datrk dcfatEFeumsed (2023)

and Responsible Consumption 100145.
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What is it?
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A final persuasive tactic aims to evoke an emotional response from people who
come in contact with the commercial message or content. While positive
emotional appeals have long been viewed as a safe approach to capturing
attention and influence attitude, there is less consensus regarding the efficacy of

negative emotional appeals.

What are potential risks for young people online?

These tactics can become a risk for children and young people online as
emotions can shape decision-making in two ways: First, certain emotions are
associated with patterns of cognitive assessment, allowing to predict the
outcome of decision-making. Second, emotions have an influence on how people
process information and whether they do so superficially or more in-depth.
Research has shown that highly affective media content makes it difficult for
children to apply their advertising literacy skills to process the persuasive

message in a critical manner.

Ataglance 4: Persuasive tactic - use of emotion

The review shows that highly affective media content does not motivate

children to process the content critically . Indeed, as children need all their

cognitive capacities to process and understand the media content, they do not have

the capacity to critically evaluate the commercial message as well.

89 Furthermore,

the affect -based nature of digital marketing also makes it difficult for children to

apply their advertising literacy skills as a defence against the persuasive

message. %
In the online world, emotions are now easier to detect, and artificial intelligence can
be used to create emotion -based marketing messages . Furthermore, r

with young adults has shown that consumer exposure to brands facilitated by

M. K. Waiguny, M. R. Nelson and R. Terlutter, O6The

Intent and Persuasion Outcomes in Advergames 0the Role of Media Context
Policy 257; Rozendaala ndothers(nl1 4) ; S. An and S. Stern, OMitigating
Advertising Breaks Wor k? @&dvértisigld43.) 40 Jour nal of

“E. Rozendaal, Advertising Literacy and Childrenoés
https://dare.uva.nl/search?identifier=59a96c2a -1dd8 -4fbc -8acl -1c0cf4836420 .
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technology = can evoke emotional responses - which drive both brand attitude and

purchase intention. 9%

This cross -cutting trend in

following section.

z. M. C. van Berlo
Experiencesod6 (2021)

-Eu.ropean <J_~ European
Union N Schoolnet

marketing will be addressed in more detail in the

and others, O6Brands in Virtual R evViediaied Gons@aeme s :
122 Journal of Business Research 458.
_
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1.2 (Emerging) digital marketing practices targeting
children and cross - cutting trends

Children eagerly engage with  digital technologies. Recent studies show that they
devote a substantial portion of their time to consuming a wide array of audiovisual
and social media content across various devices online. 92 User -generated content

has become part of the daily media diet of many young viewers around the world. 93

In particular, video  -sharing and social media platforms, like YouTube and TikTok,

have emerged as particularly popular choices among children. % Notably, a
significant number of the most -liked YouTube channels are specifically tailored to
children, and content creators have recognised that videos on topics appealing to

children attract a lot of views.

Research reveals that  YouTube is the most widely used platform among

children , with impressive numbers ranging from 88 percent of 3- to 17-year -olds
in the United Kingdom, % to 86 percent of 6- to 12-year -olds and 96 per cent of
13- to 1 8-year -olds in Flanders. 6 TikTok has also gained substantial

popularity , being u sed by more than 50 per cent of children in the UK and

Flanders, with numbers climbing to 86 per cent for the older ones. 97

An EU -wide consultation with children regarding their technology usage yielded
similar findings. Respondents highlighted various reasons for using digital
platforms, such as watching sports, instructional videos, humorous content, and

even culinary -related material. %

2European Schoolnet, 6How to Make Europeds Digital Decade Fit for Chi
https://www.betterinternetforkids.eu/documents/167024/6847388/How+to+make+Europe%E2%80%99s+Digital+Decade+fi
t+for+children+and+young+people+ -+A+report+from-+the+consultation+with+children+and+young+people+

+October+2021.pdf/ae344db2 -5b56 -0f67 -625e -a66244aa0 23c?t=1633359093370

% C. Goanta and S. Ranchordéas, The Regulation of Social Media Influencers (Edward Elgar Publishing 2020).

“0Of com, 6Children and Parents: Media Use and Attitudes 202306 (2023);
Results from 19 Countriesdé (2020) .

% Ofcom (n 94).

%H., Vanwynsberghe and others, ¢6Onderzoeksrapport Apestaartjarenli: De
Me d i ar a[lResearch Report Apestaartjaren : The Digital World of Children And Adolescents.] (Mediawijs 2022)
https://assets.mediawijs.be/2022 -05/apestaartjaren_2022_210x210_issuu.pdf

97 Ofcom (n  94); Vanwynsberghe and others (n 96).
% European Schoolnet (n  92).
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Aside from video -sharing and social media platforms, children are also actively

engaging in interactive gaming environments and feel passionate about this

pastime .% The 2020 EU Kids Online survey found that playing online games is a

common entertainment activity in most countries, engaged in daily by many
children, ranging from 27 per cent (Slovakia)to 71  per cent (Lithuania). 1%
Research in Flanders from 2022 shows that 21 per cent of 6 - to 12-year -olds spend
1 to 2 hours a day on gaming, compared to 28 per cent of 12 - to 18-year -olds. 101

These trends in childrends digital media use h
marketers and  advertisers. 102 Despite a notable slowdown in the growth of digital

ad spending  in 2022, this sector continues to anticipate double -digit annual

increases over the coming years. 103 |n particular, digital advertising spending aimed

at children is expected to grow annually and reach around 21,1 billion US dollars

worldwide by 2031. 104

I n other words, in todayodés digital | andscape,
online environment in which the content they consume and interact with is
(often) leveraged for commercial purposes . The literature review highlighted

two important digital marketing practices employed to target children, namely

influencer marketing and in -game advertising . In relation to the latter, the
business models of video gaming have evolved significantly over time, with
microtransactions and  data -driven marketing taking  over. Many digital platforms
and services are now tailored to individual preferences and behaviours, offering a

personalised user experience. While this enhances engagement and relevance, it

also ushers in concerns regarding the personalisation of commerc ial offers.
Finally, the literature review highlights a broader more cross -cutting issue in the
area of digital marketing. This entails harnessing emotions for marketing

% ibid.

100 Smahel and others (N~ 94) 30.

101 vanwynsberghe and others (n 96) 19.

102 | oose and others (n  19).

103 E Cramer -Fl ood, 6Worl|l dwi de DigitainsAdeSpeémdiehyg i 2@28e Trends, Forecasts

https://www.insiderintelligence.com/content/worldwide -digital -ad-spending -2023 .
M Statista Research Department, 06GI| obStalistak202ly Di gital Ad Spend 202106 (
https://www.statista.com/statistics/1326893/children -digital -advertising -spending -worldwide/ .
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purposes , forinstance , by relying on neuromarketing research or emotional
analytics and targeting. With the advancements in artificial intelligence, these
practices are poised to become even more effective and widespread. In the

following sections, we will explore these issues in greater depth.

Shift to Popularity of Trend of
audiovisual user-generated influencer

content online content marketing Cross-

cutting

trend: using
New business emotions for

Increased time Trend of in-game
. . models based on :
spent in gaming (data-driven)

micro-
latforms . marketin
P transactions g

marketing

Figure 1: Visualisation of trends in children's digital experiences and in marketing

1.2.1 Influencer marketing

Within this evolving marketing landscape, influencer marketing has emerged as a

standout phenomenon. Influencers typically grant their audiences an insight into

their preferred products and , In many cases , they even give direct

recommendations on which products (not) to use. 105 These messages are conveyed
via the platform(s) deployed by the influencer in question (e.g. , video -sharing
platforms, social media platforms, video game live streaming platforms) . In return

for the endorsement of a promoted product, influencers usually receive free
promotional goods or payment, granted by the provider of the featured product

or service

In the context of influencer marketing, the key actors to be identified are as

follows:
s, De Jans, V. Cauberghe and L. Hudders, O6How an Advertising
The Moderating RoleofaPeer -Based Advertising Literacy Intervention through

Advertising 309.
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Q The influencer .

Q The provider of the promoted product or service .
Q The platform via which the message is conveyed (e.g. , avideo -sharing
platform) .

Q If applicable , an advertising agency or marketer functioning as an
intermediary between the influencer and the provider of the promoted

product or service

Q The consumer, in this case a child, generating and disclosing (personal) data
through the consumption of the influencerads c

(Advertising agency) Video-sharing platform

—> —

Marketed content
Provider of prom :
ovider of pro ?tEd Influencer r-‘ Consumer (child)
product or service

Data

Figure 2: The chain of actors involved in influencer marketing
Influencers are not exclusively adults. In child influencer (&idfluencer §

marketing, minor children are endorsing promoted products or services. For

example, YouTube channel O6Ryandés Worl do featur
playing with and reviewing branded products. It is one of the most watched

YouTube channel s for children and he is one of the highest -paid YouTubers, earning

no less than 30 million ~ US dollars in 2023. 1% |n the case of child influencer

mar keting, an additional rel evant apaenmbr. can be

M gRyan Kaj i otpg/Rvew.forlees.qom/profile/ryan -kaji/ .
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Research shows that the majority of influencers followed by young

individuals actively endorse brands or products through their accounts. 107
According to statistics from the Influencer Marketing Hub, influencer marketing has

not only gained  widespread popularity but has also proven to be highly
effective  in the realm of online advertising. 108 |ts global market value has more
than doubled since 2019, surging to an impressive 21.1 billion US dollars in 2023,

with expectations of further acceleration in the future. 109

Digital marketing practices:

Influencer marketing

What is it?

The term refers to a marketing practice where influencers grant their audiences
an insight into their preferred products, and, in many cases, give direct
recommendations on which products (not) to use. These messages are conveyed
across influencers’ profiles on different platforms (e.g., TikTok, Instagram,
YouTube). Marketers ‘pay’ to be featured in these types of contents, for instance,
by giving free promotional goods or payments to the influencer. It important to
note that influencers are not exclusively adults. Sometimes, it is a minor child
(child influencer, ‘kidfluencer’ who endorses promoted products or services
online, often along with (a) parent(s)/guardian(s).

What are potential risks for young people online?

This type of marketing practice can become deceptive for young people, as it
leverages the relationships that young people have developed towards
influencers and content creators on social media platforms, as they perceive
them as very relatable and approachable. Research has shown that children are
more receptive to the (commercial) messages and consider themselves affected
by endorsements in influencer videos.

Ataglance 5: Digital marketing practices - influencer marketing
07 Forexamplesee B. Hal efojl u imndéowDAme I nstagram Influencers Per202)ved by
International Journal of Arts and Social Studies.
1% For more information see https://influencermarketinghub.com/influencer -marketing -benchmark -report/ .
1 Dencheva, 6Global I nfluencer Mar khitds/ mBviv.gtatista2con?shfistic$/1992810/glabdl a, 2-02 3)
influencer -market -size/; F. Michael sen and others, 6The | mpact of I nfluencers on
Single Marketdé (Policy Department for Economi c, S-6Generalfoilrternal Paicied Qual it

2022).
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The review reveal ed that user -generated content significantly influences

consumer sd brand perspective, brand choices an
acquisition .19 For children particularly, digital influencers are perceived as very
relatable and approachable , asthey share the same interests and activities L

Furthermore, children readily recall products and brands featured in influencer
videos, and considered themselves and others affected by endorsements in

vlogs. 112

The implications of these findings have not gone unnoticed by the advertising and
marketing industry, propelling influencer marketing to the forefront as one of the

most popular and effective forms of online advertising. As a consequence,

becoming an influencer has become an appealing career choice for many young

individ uals, allured by the opportunities and financial incentives accompanying their
influential digital presence. 113 Studies also indicate that audiences exposed to

brand promotions by influencers on platforms like Instagram tend to

exhibit more favourable attitudes toward the promoted brands compared to

traditional celebrities. 114

In addition, one study shows that  teenagers (12 -16) generally exhibitanon -
judgmental attitude towards influencers, making them more receptive to the

messages conveyed. !> Neuroscience research underscores the preference for
photographs with a high number of likes, a common occurrence in influencer posts,

further cementing their influence in the digital environment. 116

10 M. Mayr hofer and others, O6User Generated Content Presenting Brands on
I ntentiond (2020) 39 The Revi ew oM Nadenrakdk S.iOkga fGormrGentlssehGontentrasd;
Consumer Brand Engage@Gdaowerdand 3.00z@&En, Leveraging Computer  -Mediated Marketing Environments
(IGI Global); M. Trusov, R.E. Bucklinand K. Pauwel s, 0 Ef f-efeMosth verfus Waditiothal Marketing: Findings from
an I nternet Soci al Net working Sited (.2/0Gr&h T 7 smdnbekovara A .alf Czaplewskiet i ng 90

6e WOM: The | mp ac t-toeCustomer Onlimeideow -How Exchange on Customer Value and Loya
of Business Research 449.

11 De Veirman, Hudders and Nelson (n 23).

12EF,  Folkvord and others, o6Children6s Bonding with Popular YouTube VI c

Endorsements in VIogs: An Explorative Stpsi/iigidg/10.2108YT) 212-2018080§. Cons umer
W T, Hodl and T. Myrach, éContent Creators Bet wed) Brdinass & lofornatidont r ol ar
Systems Engineering; Michaelsen and others (n 109).

s, Venus Jin, A. Mugaddam and E. Ryu, o6lnstafamous and Social Media
Intelligence & Planning 567.

s, van Dam and E. van Reijmersdal, o6lnsights in Adolescentso6 Advert:i
Sponsored Influencer Videos and Disclosures6 (2019) 13 Cyberpsycholog
)1 . E. Sherman and others, oO0fiPeer Influence Via Instagram: Effects or

Adul thoodod (2018) 89 Child devel opment 37.
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Moreover, a recent study into the effectiveness of mandatory disclosures of the

commercial intent of a message T arequirement enshrined in several EU legislative
instruments, such as the Audiovisual Media Services Directive (see infra ), revealed
noteworthy findings. The study encompassed early adolescents (aged 12 to 14) and

middle adolescents (aged 15 to 16) and indicated that the presence of a
disclosure had no discernible impact on the purchasing intentions of

adolescents across both age groups .17 These insights underscore the complex
dynamics at play within influencer marketing and raise critical issues for

policymakers and researchers to address.

The susceptibility of young consumers to influencer marketing , driven by
their extensive use of social media platforms coupled with relatively lower levels of
advertising literacy, raises concerns regarding the potential manipulative

character of such practices . Certain influencer marketing approaches have been
shown to have adverse effects on consumers, including those who are vulnerable,

such as children and teenagers (e.g., increasing overall materialistic behaviour,

being confronted with age  -inappropria te content, affecting expectations about body
image) .**® Findings also suggest that preschool children exhibit advertising literacy
skills when it comes to TV commercials and YouTube pre -roll advertisements, but

lack the same level of understanding for influencer marketing. 119

Furthermore, as follower counts and likes are key metrics for assessing the reach of

commercial messages, brands and other commercial actors seek out influencers

with substantial audiences. This dynamic has fostered a culture where some

influencers resort  to unethical marketing practices, like purchasing fake followers

(e.g. , through bots and click  -farms). 12° Research further indicates that young
viewers exhibit a strong attr ac tchamcteridedbby 6 dr a ma't

elements of figossip, conflict, controversy, extreme challenges and high stakes o121
WE, A. van Reijmersdal and S. van Dam, O6How Age and Disclosures of Sy
Knowl edge of Persuasion and Persuasiond (2020) 49 Journal of Youth an

118 Michaelsen and others (n 113).

119 | oose and others (. 19).

120 De Veirman, Cauberghe and Hudders (n 16).

20f com, O6Chil dr ends Mutosi/vavwlofcomery.dk/_(d@&0asét3/pdf_file/0025/255850/childrens -media -
lives -2023 -summary -report.pdf .
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This audience preference may serve as a motivating factor for influencers to

produce content aligning with these themes

Anticipated in the area of influencer marketing is a forthcoming shift toward more

data -driven practices. 1?2 This shift is driven, in part, by recent regulatory

restrictions on targeted advertising to children (see infra on the Digital Services
Act). Consequently, it is anticipated that businesses may increasingly turn to

influencer marketing as an alternative approach. Influencers already share account
metrics when collaborating with brand owners, including on average li kes and
comments, as well as aggregated demographic statistics on the age, gender and
location of their followers. Especially those influencers who possess a good
understanding of their community can offer valuable insights to brands. Marketers

can le verage this knowledge when selecting influencers whose followers align most
effectively with the brandés target demographi
inform the customisation of marketing messages, geographic targeting,

engagement optimisation, cont ent strategies, and various other aspects of

influencer marketing campaigns. 123

1.2.2 In -game (data -driven) marketing

The gaming environment has also emerged as one of the most prominent and
effective channels for marketing practices targeting children. A prominent example

IS in-game advertising . Itentails thatan advertiser usesa video game or

gaming platform in order to commercially promote their products or services. In -

game marketing can take on many forms, varying from 124 ad pop -ups or product

placement in the game itself to advergames i games specifically designed to

promote a certain product or brand 125 1 and offers to purchase in  -game goods. As

2291 . Hartley, O6Digital Services Act: Considerations for Influencer Mar
Talking Tech) https://www.cliffordchance.com/content/cliffordchance/insights/resources/blogs/talking -

tech/en/articles/2021/03/digital -services -act-- considerations -for -influencer -marketing.html

22 C, Brown, O6Cr-BPatveg Dathuencer Marketing Campaignsd (Forbes, 2023)
https://www.forbes.com/sites/forbesbusinesscouncil/2023/04/13/creating -data -driven -influencer -marketing -campaigns/ ; F.

Hyba, o6Underst-Bndveg Dafhuencer Marketing: Data Breadth and Depth Dep
https://www.getphyllo.com/post/data -driven -influencer -marketing -data -breadth -and -depth -depth .

124 Please note that this list is non -exhaustive.

125 EASA (n 17).
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regards the latter two techniques, the provider of the promoted goods or services

and the gaming platform concern the same entity.

(Advertising agency)

Provider of
promoted [Advergames, .
product or offer to Gaming Consumer (child)

purchase

service | amegood  Platform

Marketed content

Pop-ups, product
placement

Figure 3: The chain of actors involved in in -game marketing

The relevant actors to be identified in the case of in -game marketing thus include:

Q the provider of the promoted product or service
Q the gaming platform or video game provide r.

o if applicable , an advertising agency or marketer functioning as an
intermediary between the gaming platform and the provider of the promoted

product or service
Q the consumer, in this case a child, generating and disclosing (personal) data
while playing the game

Beyond these main actors it has also been argued that marketing or other
commercial practices in the video game environment should be assessed within the

broader video gaming ecosystem
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Digital marketing practices:

In-game
(data-driven) marketing

What is it?
This term refers to the practice of advertisers using video games or gaming
platforms to commercially promote products or services.

What forms can it take?

This type of marketing can come in a variety of shapes and forms, varying from
ad pop-ups, over product placements in the gameplay itself, to offers to
purchase in-game goods and advergames. The latter are games that have been
specifically designed to promote a certain product or brand.

What are the potential risks for young people online?

Aside from the fact that advergames remain frequently unrecognised as
advertising by younger gamers, research has shown that video gaming
ecosystems often comprise many layers that subtly influence players to spend
time and money on/in the game. This means that aside from in the game itself,
gamers may also be rewarded for linking their social media account to their
player account and may be encouraged to play and spend more by gaming live
streamers who are sponsored by the game provider.

In addition, videogame business models increasingly rely on microtransactions.
One example is when playing a game on a smartphone, gamers must watch ad
pop-ups in between game play (which, in turn, are designed based on insights
from vast bodies of collected gamer data to be ever more effective). Alternatively,
gamers can choose to pay a small amount of money to skip these ads.

Other examples are loot boxes, where gamers can pay to obtain certain in-game
items without knowing beforehand which items they will obtain.

These types of money transfers are referred to as microtransactions, and can
become difficult to keep track of, especially for children and young people,
because games typically use in-game or virtual currencies. It might be unclear for
young gamers whether or how much real money they spend.

Ataglance  6: Digital marketing practices - in -game marketing

Research has shown that  video gaming ecosystems often comprise multiple
layers that subtly influence players to spend time and money in the game :

—_
INHOPE Jum
European Vp European n GHENT
- Union Lschoainet ins@fe UNIVERSITY




Better Internet for Kids

Research report: Manipulative digital marketing
practices targeted at children and youth online

and where real and virtual currencies can become blurred. 126 Within these layers,
different marketing messages and formats may be disseminated, such as pop -ups
featuring time limited offers both within the game and its associated app, rewards

for players who link their social media accounts to their player account, and
sponsored videos created by gaming live streamers. These actors collectively

contribute to and shape the complex landscape of in -game marketing.

Market research shows that with each younger generation, gaming engagement
increases, and estimates that global player numbers will continue to grow to reach
3.1 billion players by the end of 2027. 127 Furthermore, there is the exponential
growth of the global video gaming market, with estimates projecting its value to

reach up to 321 billion US dollars by 2026. 28 Integral to this development are
microtransactions , Wwhich have assumed a substantial role, as in -game
spending and mobile revenue account for more than half of the global

market according to market research agencies. 129 Indeed, there has been an
important shift from traditional one -time transactions at physical game stores to
ongoing smaller payments known as microtransactions occurring throughout

gameplay .

This transformation has evolved alongside the digitisation of distribution channels

and the increasing influence of game analytics. In relation to the latter, developers

have skilfully applied a data  -driven approach to extract data of gamers (e.qg. :
location, in -app behaviour, likes), based on which marketing is tailored. For

example, research has shown that such a data -driven marketing approach IS
used to design pop -up advertisements in games. 130 Sych game -based and data -
driven marketing practices are getting more popular because of , among other

126 For more information about the media, design and legal implications of these different layers, see M. Denoo and others,

6Loot Boxes as Part of a Layered Platform Ecosystem6 [Forthcoming] Co
273, Clement, 6Global Video Game hitpsd/wven.statiBtd com/statisiids/a48044muraber 2 0 2 3video -

gamers -world/ .

235, Read, 6Gaming |s Booming and |s Expected to Keep Growing. This Ct
Economic Forum, 2022) https://www.weforum.org/agenda/2022/07/gaming -pandemic -lockdowns -pwc -growth/ .

2 Newzoo, O6Global Games Mar k ehttps:Rnevzoorcom/ré&soudsirend 2 0 2r8pprts/newzoo -global -games -

market -report -2023 -free-version; The Business Research Company, 060Online Microtransac
https://www.thebusinessresearchcompany.com/report/online -microtransaction -global -market -report .

BOA, Zaib Abbasi anduptAédssinoDnl Pop Videogames InfobuBalkcaviChi PAdred®d2a2)
Young Consumers: Insight and Ideas for Responsible Marketers 362.
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things, the personalisation and the large online gaming community and their
engagement in online video games. The game gets to know the users and exploits
what triggers them, including predicting which users will turn into buyers of in -
game content. 13! Some of these games have millions of players worldwide, whose

data is collected and fed into supervised machine learning algorithms to create

detailed user profiles.

In addition to collecting player data within the game, the integration of social
media into video games has made it possible to collect and link game behaviour to
what players are doing outside the game. 132 This integration gives rise to a
multitude of nudging techniques used within the broader video gaming ecosystem,

all geared towards enhancing player engagement and encouraging in -game

spending through the utilisation of data surveillance. 133

Variousin -game mar keting practices wield different

advertising literacy. These practices encompass different forms, such as pop -up
advertising that momentarily disrupt a childbés gamir
advertisements manifest across multiple stages of the game, including pre -game,

inter -level , and post -game promotions. These may appear in the form of videos
during loading screens, within gameplay, or as commercial messages at the end of

the game. 134

Research conducted with  10- to 14 -year -olds, shows that this age group often
struggles to distinguish between such in -game advertisements and the actual
gameplay. They tend to perceive these ads as integral components of the

game itself |, rather than as distinct promotional content. Consequently, children

often exhibit a lack of annoyance or irritation towards pop -up ads encountered in

online videogames. 1%

BT, Crepax and J. T. Muehlberg, OUpgrading the Protection of Childrer
Games: Legal and Technical Solutions beyond Privacy Regulationd (2022
$¥23J. R. Whitson and B. Simon, 6Game Studies Meets Surveillance Studies:
Speci al |l ssue on Surveillance, Games and Playd (2014) 12 Surveillance
s, Degli Esposti, 6When Big Data Meets Dataveillance: The Hidden Sic
134 F Lupiafiez -Vi | | anueva and others, &é6Study on the I mpact of Marketing throl
Applications on Childrenods Behavi o tps/cqmiissioo.gumemeu/pGhications/stsdy o n  2iphd )
marketing -through -social -media -online -games -and -mobile -applications -childrens -behaviour_en .

135 Abbasi and others (n = 130).
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Additionally, advergames  are purposely crafted to serve a singular marketing

goal, promoting a brand or product. These advergames predominantly leverage
integration and interaction as their persuasive tactics. As mentioned previously,

research findings suggest that children posses s a less developed comprehension of

the persuasive intentions behind advergames and branded environments in

comparison to traditional advertising. 136 Furthermore, studies indicate that when
exposed to lesser - known brands, teenagers often fail to recognise the
persuasive intent of the message , leaving them without the opportunity to

resist its influence. 137

Besides advergames, the practice of brand or product placement is frequently
employed in videogames. This concept refers to the integration of a brand or
product within an entertainment medium, such as an online game, as discussed

earlier in the context of integration.

In recent times, there has been a notable upsurge in interest among policymakers
and researchers regar di ng loathokes d inevidedogames.x o s ur e

Researchers advocate for a comprehensive examination of loot boxes, not just in

isolation, but  within the broader context of the video gaming ecosystem (139
This perspective considers  links with  social media , (live) streaming  and other third -
party services |, giving rise to  various other marketing practices such as limited -time

offers, influencer marketing, push notifications delivered to connected devices even
when the game is not being played, and potentially personalised loot box

advertisements, among others.

Finally, children themselves have expressed concerns about in -game marketing

practices and spending. During consultations leading up to the Better Internet for

¥z, Van Berlo, E. Van Reijmersdal and E. Rozendaal, OWeet wat er spee
mobi el e adver gamdgknowwyhatplayge hhe role @ brand awareness in effects of mobile advergames on

teenagers'] (2017) 45 Tijdschrift voor Communicatiewetenschap https://www.aup

online.com/content/journals/10.5117/2017.045.003.006

137 ibid.

138 Seeforexample For brukerradet [ Norwegian Consumer Protection Council], o61n
Consumers Usi ng L oo httpB/etoragedd.forpriké€radet)no/media/2022/05/2022 -05-31-insert -coin -

publish.pdf ;A.Cerulli -Har ms and others, O6Loot Boxes in Online Games and Their Ef
Consumers. Publication for the Committee on the Internal Market and Consumer Protection (IMCO), Policy Department for

Economic, ScientificandQua | ity of Life Policiesd (European Parliament 2020).

139 Denoo and others (n 126).
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Kids (BIK) + strategy, children reported feeling harassed by advertisements
in games that encourage the installation of gambling apps and feeling pressured to
spend significant amounts of money to enhance performance or gameplay

experiences. 140

1.2.3 Cross -cutting trend: advances in the use of emotions for marketing
purposes

An essential marketing trend that cannot be easily categorised within one
marketing practice, but is of cross -cutting importance , especially for children,
revolves around the use of emotions for marketing purposes and the technological

advances in this area.

First, over the years, neurosciences has enriched marketing research by providing

profound insights into consumer behaviour. 141 Neuromarketing research
specifically seeks to find ways -mekingaithd uence ¢
unconscious level, tapping into subconscious mechanisms within the brain. 142 This

deeper understanding of how advertising and marketing stimuli impact the brain
empowers marketers to craft campaigns that elicit more powerful and longer -
lasting positive responses from consumers, 143 effectively gaining access to the
emotional brain where crucial purchase decisions are made. Indeed, such

marketing practices are designed to bypass rational consumer behaviour, making

use of the fact that emotions play a key role in decision -making andt hat

consumers are mostly unaware of them. 144

140 Eyropean Schoolnet (n 92).

¥ C, Morin, 6Neuromarketing: The New Science of Consumer Behavioro (2C¢
142 Morin explains that consumers are unable to describe their own cognitive processes, which has many subconscious

components. Thus traditional methods of marketing research, such as interviews and focus groups have significant

limitations. C. Morin, ONeuromarketing: The New Science of Consumer Behavior
A, Al Abbas, W. Chen and M. Saberi, 6The I mpact of Neuromarketing Ac
Ef fectso, KnE Soci al Sciences (2019) ; D. Ariely and G. S. Berns, ONeu
Businesso6 ( 2t0réd Reyiews Neurbsaience 284.

“E., Laureckis and é&. M. Miralpeix, O6Ethical and Legal Considerations
Thomas and others (eds), Ethics and Neuromarketing: Implications for Market Research and Business Practice (Springer
International Publish  ing 2017) https://doi.org/10.1007/978 -3-319-45609 -6_5; Ariely and Berns (n 143).
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Some scholars argue that neuroscience methods offer a predictive capability of up

to 70 to 80 per cent in determining advertising effectiveness. 145 Existing research
underscores the  heightened susceptibility of children to content structured
around neuroscience -based marketing insights. 146 Furthermore, the  utilisation of
big data analytics and machine learning techniques within neuromarketing

Is believed to lead to innovative and refined marketing strategies.

Second, digital marketers are learning when to strategically employ emotional

analytics and targeting , Which in turn can significantly enhance the effectiveness

of marketing campaigns. This refers to the potential capacity to personalise the

link between positive and negative moods and the effect of marketing

practices , which has raised the interest of commercial entities. 147 For instance, a

|l eaked internal Facebook document wunveiled the
users during moments of self -doubt and diminished self  -worth. 18 In relation to

this, the marketing industry has recognised Al

meaning its capacity to process vast volumes of data concerning consumer buying

patterns, enabling the design of advertisements tailored to individual preferen ces,

and optimising pricing strategies to maximise revenue from each consumer. 149

145 | Mafias -Viniegra, P. NGfiez -GomezandV.Tur -Vi fes, ONeuromarketing as a Strategic Tool
I nstagramers Have an Influence on the Personal ldentity of Adol escent

D. Varan and oReleirshl|l & Horwe Neur omar ketersd Measures of Advertising Eff
Hol ds No Common Truth among Vendorsdé (2015) 55 Journal of Advertising
% Open Evidence, London School of Economics and Brainsights, O6State of
Il mplicationsd (Eur opean CGenmara Jsstice and Consumees?@28)r at e

147 Clifford (n 84)

“w. Christl, K. Kopp and P. Urs Riechert, O6How Compani dsdnstituseér Per sonal
Critical Digital Culture 2017) http://crackedlabs.org/dl/CrackedLabs_Christl_DataAgainstPeople.pdf
¥ Cc, Marinchak, E. Forrest and B. Hoanca, OArtificial Intelligence: Re

Experienced6 (2018) 8 | nt-&ntrepeebeurshipand Indbeation™al of E
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Digital marketing practices:

Cross-cutting trend: use of
motions for marketing purposes

What is it?

Emotions can be used for marketing purposes in two ways. First, the field of
neuroscience studies how people’s brains and the nervous system function and,
for instance, react to different emotions. Neuromarketing research, in turn,
investigates how emotions can be best used to create ads that people will
perceive positively, remember, or ideally, react to with the purchase of a good or
service. Second, emotional analytics and targeting can be used to personalise the
link between positive and negative moods and the effect of marketing practices.

What are potential risks for young people online?

Research has shown that children and young people are particularly susceptible
to marketing practices that harness emaotions. Because these newer forms of ads
are developed based, not only on neuromarketing research, but also on users’
emotional analytics and profiling, they have the potential to become ever more
effective. With the advancements in Artificial Intelligence, there is a need for
increased awareness and careful monitoring of such practices.

Ataglance  7: Digital marketing practices - use of emotions
Finally, the evolutions in the area of emotional Al %0 are also relevant in this
context. Emoti onal Al technol ogies can

emotions and other qualitative states. Such technologies are already being

capture

i ntegrated into childrenéds toys and insuehducat.i
devices could potentially deliver real -time marketing messages tailored to an

i ndi vidual childdéds emotions and emoti onal stat
marketing industry as hyper -personalisation .151 This becomes even more

pertinent with the emergence of the m etaverse as an immersive environment

where VR goggles, helmets , or even full body haptic suits are employed to track

sensory signals.

150 A, McStay, Emotional Al: The Rise of Empathic Media (2018).
D, Shankavaram, 6How Marketers Can Prepare for the Rise
https://www.marketingtechnews.net/news/2019/jun/17/how -marketers -can-prepare -rise - hyperpersonalisation/
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From the studies reviewed in this report , itis unclear to what extent marketing

practices involving neuromarketing research and/or emotional analytics are applied

to target children in the digital environment. Nevertheless, the potential

effectiveness of such emotion -based tactics, coupled with the rapid tech nological
advancements in this area, underscores the need for increased awareness and

careful monitoring of this cross - cutting issue among policymakers, regulatory

bodies, parents, (young) consumers , and marketers. Moreover, research with

parents showed th at the majority of them w ere concerned about who has

access to insights into their cRildrenod6s emoti

2 A, McStay and others, 6Comment on Children6és Rights In Relation To
https://www.ohchr.org/sites/default/files/Documents/HRBodies/CRC/GCChildrensDigitalEnvironment/2020/others/emotional -
ai-lab-2020 -11-11.docx .
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1.3 Other findings

During the review of the relevant studies , a number of general findings were also
extracted. First, the available research often focuses on a particular technique for
a certain and often narrow age group making it  difficult to generalise findings

regarding effects for broader age ranges and digital marketing practices more

wide ly. Nevertheless, these studies do indicate certain vulnerabilities in all age
ranges , pointing to the importance of re -evaluating the acquisition of advertising
literacy skills in the digital age. Second, De Veirman et al. point to the fact that

existing research on digital marketing practices and children has focused

predominantly on YouTube , compared to other platforms that are very popular
with children like TikT ok or Snapchat. Furthermore, a discernible age -related
disparity in research focus emerges , with the majority of investigations
concentrating on children aged 9 to 14. This leaves a noticeable void in research
coverage for  younger children, including preschool -aged children .15
Consequently, these age groups remain relatively underrepresented in the current

body of literature. Finally, the practices under scrutiny often concern
advertising for unhealthy food products , 1% beverages ,and toys . While these
categories undoubtedly merit examination, a broader exploration encompassing a

more diverse array of products and their marketing practices could provide a more
comprehensive understanding of the marketing landscape targeting children and

you ng audiences.

153 De Veirman, Hudders and Nelson (n 23).
B E., Bozzola and others, 6The Use of Social Media in Children and Adol
19 International Journal of Environmental Research and Public Health 9960.
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Sect RonChil drenods righ
to digital mar keting p

In this section, the report delves into the connection between the digital marketing
practices previously examined and the rights that children have under the United
Nations Convention on the Rights of the Child (UNCRC).

21 The rel evance of t he childrenods r
a consumer context

The complexity, sophistication, immersiveness and opaqueness of certain digital

marketing practices pose substantial challenges to childrenbés Chghtds end:
rights policy documents increasingly acknowledge these challenges associated with
certain unfair digital mar keting practices tha

rights. 155

2.1.1 United Nations Convention on the Rights of the Child

The United Nations Convention on the Rights of the Child (UNCRC) attributes

children a wide range of rights. Rights that may be affected by the marketing
practices under study include the rightto  freedom of expression and freedom of
thought  (Articles 13 and 14 UNCRC), the right to privacy (Article 16 UNCRC),
access to diverse information and protection against harmful content

(Article 17 UNCRC), the right to play (Article 31 UNCRC) and the right to
protection against economic exploitation (Article 32 UNCRC).

At the UN level, General Comment No 25 (GC25) , adopted by the Committee on the
Rights of the Child (CRC) in2021, addr esses sever al cruci al asp

B UN Committee on the Rights of the Child, 06General Comment No. 25 (2C¢

Environment 6; Council of Europe, Committee of Ministers, ORecommendat
Member Stateson Gui del ines to Respect, Protect and Fulfil the Rights of the
Commi ssion, 6Communication AEU Strategy on the Rights of the Childo,
Children Online - Recommendationof t he OECD Q22hci | 6
https://legalinstruments.oecd.org/api/download/?uri=/private/temp/d9c3513a -221e -41lea-975b -

b5bb2felc424.pdf&name=0OECD  -LEGAL-0389%20(2012) -en.pdf .
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rights in relation to digital marketing practices. It underscores the significance of
safeguarding childrenés privacy and data prote
targeting, personalisation, neuromarketing and emotional analytics. Additionally,

GC25 emphasises the need for ensuring a clear distinction between commercial and

non -commercial content , and that children should be protected from misleading and

opaqgue advertising and marketing practices.

GC25 also puts forth recommendations concerning the content of marketing

messages, advocating for restrictions on ads for unhealthy products, avoidance of

gender and racial stereotypes, and the prevent
content in market ing. Furthermore, GC25 recognises that the marketing sector

holds a significant responsibility in upholdin
the scope of its advertising and marketing endeavours. It is up to the State to

ensure that the sector meets its responsibilities. 156

Children’s rights on- and offline

What rights do children and young people have online?

The United Nations Convention on the Rights of the Child (UNCRC) enshrines the
wide range of rights of young people. The Committee on the Rights of the Child
has explicitly acknowledged that these rights apply both in the offline world as
well as in digital environments (see UN General Comment No. 25). These rights
include - among others - the right to freedom of expression and freedom of
thought, the right to privacy, the right to access diverse information and
protection against harmful content, the right to play and the right to protection
against economic exploitation.

The fundamental rights of children and young people are are also protected in
Article 24 of the Charter of Fundamental Rights of the EU.

The EU has further secured that these rights are respected and protected online
by identifying the digital and information society as a key pillar in its Strategy on
the Rights of the Child and by developing the new Better Internet for Kids
strategy (BIK+ strategy).

Ataglance  8: Children's rights on - and offline

1% Seealso UN Commi ttee on the Rights of the Child, o6General Comment No. 1
| mpact of the Business Sectord6 (2013).
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2.1.2 Organisation for Economic Co-operation and Development

The Organisation for Economic ~ Co-operation and Development (OECD) has also

paid significant attention to childrenbés consu
Already in 2011, the OECD recognised that children are targeted as consumers

on the internet and deserve specific protection in this regard 157 In the

digital environment, consumer risks such as embedded ads, privacy -invasive

practices, age -inappropriate content, as well as the exploitation of their incredulity
and inexperience resulting in economic risks such as overspending or online

fraudulent transactions  , are pointed at .18

This remains true today, considering the host of emerging digital marketing
practices that potentially pose risks to children. 159 The risk entails that such
practices amount to commercial or peer pressure, have an impact on their privacy :

or lead to the exposure of the child to inappropriate products or messages. In a

2020 report, the OECD points , in particular , to video games as a platform for
advertising and in -game purchases, which can result in direct financial
harm 160

The OECD also critiques the fact that legislative responses have focused mostly on

specific risks, leaving responsibility for addressing such risks with the ministries or
departments who would be responsible for similar acts in the offline space. This
results in a siloed approach, whereas , Inreality , this is a space that crosses
traditional legislative boundaries. More specifically, consumer risks to children can

relate to both commercial issues (e.g. , nudging to spend onin  -app purchases) and

privacy issu es (e.g. , data -driven marketing). 6!

2.1.3 Council of Europe

In addition, the Council of Europe explicitly mentions the risk of harm from

advertising as one of the areas of concern for

" OECD, 6The Protecti on-Rdc oCrhmd ddatni cOnldfnet he 185EZBD Counci |l 6
% OECD, 6The Protecti on-Rdc oChmdnddeatni cOnldfnet he 1ECD Counci |
B OECD, O6Protecting Children Online: An Overview of Recent Devel opment
160 ipid.

161 ibid 6.

—_
INHOPE 1
European Vp European n GHENT
- Union Lschoainet ins@fe UNIVERSITY

j e




Better Internet for Kids

Research report: Manipulative digital marketing
practices targeted at children and youth online

development and well -being in the digital environment 162 1n its 2018
Recommendation, the Council underlines that children have a right to be
protected from all forms of exploitation in the digital environment. More
specifically, it is up to the St at e dakd nmeasires to ensure that children are
protected from commercial exploitation in the digital environment, including

exposure to age -inappropriate forms of advertising and marketing. 0163

Furthermore, States are recommended to ensure that the industry does not engage
in unfair commercial practices towards children. This entails that digital
advertising and marketing towards children must be clearly

distinguishable to them as such . Moreover, all relevant stakeholders are
recommended to | imit the processing of childre
purposes.

2.1.4 European Union

At the EU level, the Strategy on the rights of the child 164 included the digital and
information society as one of its key pillars. More specifically, several recent policy

documents have brought into focus the consumer risks that children face when they

go online. For example, the New Consumer Agenda recognised t he importance of
addressing specific consumer needs and , in particular , the needs of children and
young people navigating the digital landscape. 165

In parallel, the European Strategy for a Better Internet for Kids (BIK+), which was

adopted in May 2022, highlights the growing trend of children using digital

technologies for purposes spanning education, entertainment, social interaction,

and societal engagement from an increasingly young age. 166 |n the course of these

162 Council of Europe, Committee of Ministers (n 155).

8 Council of Europe, Committee of Ministers, 6Recommendati on CM/ Rec( 2C¢
States on Guidelines to Respect, Protect and Ful fil 1568 padrai5g.ht s of the
164 Article 24 of the Charter of Fundamental Rights lays down the rights of the child. It states a.o. that children shall have the

right to such protection and care as is necessary for their well -being and that in all actions relating to children, whether taken

by public authorities or private institutions, the cHuiopedn&emnisemt i nter

6Communication AEU Strategy on the Rights of the Childo, COM(2021) 14
185 European Commission, Communication from the Commission to the European Parliament and the Council, New Consumer

Agenda Strengthening consumer resilience for sustainable recovery. COM/2020/696 final 2020.

166 European Commission, Communication from the Commission to the European Parliament, the Council, the European

Economic and Social Committee and the Committee of the Regions: a Digital Decade for children and youth: the new

European Strategy for a better int ernet for kids (BIK+) 2022.
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digital experiences, children frequently encounter content and services that were

not specifically tailored to cater to their needs and interests. Mor eover , the BIK+
strategy devotes significant attention to consumer risks that children encounter

online, and points to risks in relation to online marketing techniques, including

targeted advertising, influencer marketing , and gamification of marketing.

The Commission has also recognised in its 2023 Strategy on Web 4.0 and virtual

worl ds that the devel opment of such worl ds may
rights. 67 In relation to this, actions to ensure that children are empowered and

protected in this context are foreseen, such as the support of research on the

I mpact of virtual worl ds on-beng.i | drends heal th

In sum, these diverse policy documents underscore a growing awareness of the

complex consumer challenges children face within the digital environment , and the
impact thereof on their rights . They call upon States, policymakers, and the

marketing sector to take proactive measures to protect and empower children in

relation to digital marketing practices.

2.2 The interplay of rights affected by current and
emerging digital marketing practices

The analysis in the first section of this report showed that a number of digital

marketing practices or cross  -cutting trends are  more common, have a greater
impact , or raise serious legal questions. These practices are used as case studies to
make the analysis of childrends rights more co

within each of these practices are also applicable to the others.

2.2.1 Influencer marketing

In the context of influencer marketing, on the one hand, content produced by
influencers can serve as a valuable channel for children to exercise their right to

access good -quality media (Article 17 UNCRC). Furthermore, given the significance

¥ European Commi ssion, 6Communication from the Commission to the Eurofg
Economic and Social Committee and the Committee of the Regions: An EU Initiative on Web 4.0 and Virtual Worlds: A Head
Start in the next Technolog ical Transiton. COM(2023) 442/ Final 0.
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of influencers in contemporary youth culture, it offers children the opportunity to
engage online, facilitating the exercise of their rights to freedom of expression
(Article 13 UNCRC) and culture (Article 31 UNCRC).

Yet, influencer marketing also gives rise to significant concerns related to

the right to protection from economic exploitation (Article 32 UNCRC),

particularly when considered in conjunction with other fundamental rights and

principles such as the right to development (Article 6 UNCRC) and the right to

freedom of thought (Article 14 UNCRC). Ilimntthe
can be interpreted far more broadly than a child undertaking labour. 168
OExploitationd means Otaking unjust advantage
or b e n'® fThistinéludes manipulation, misuse, abuse, victimisation, oppression

or ill -treatment.

The childbébs right to development, coupled with
the right to protection against economic exploitation, holds a vital protective

dimension. It requires safeguarding children from certain types of

marketing practices, especially those that they cannot identify as

commercial in nature and are unable to critically evaluate 70

¥ UN Committee on the Rights of the Child, 6é6General Comment No. 25 (2«
Envi r on melBst),&an @dar Hof and others (n 11).

169 UN Committee on the Rights of the Child ,OUNCRC Discussion Day 1993, Economic Exploitat:
(1993) .

170 Verdoodt, Chi | drenés Rights and Commercial Cdgmnml®unication in the Digital
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Digital marketing practices and
their impact on children’s rights:
Influencer marketing

How can influencer marketing impact the rights of children and young
people?

On the one hand, the content that influencers produce can serve as a valuable
channel for children to exercise their rights to access good-quality media and

support their right to freedom of expression. On the other hand, some influencer
marketing practices may pose a risk to children in that they may compromise the
right of children to development, to freedom of thought and to be protected
from economic exploitation. This is because young people frequently struggle to
identify (some forms of) influencer marketing practices as advertising.

The often-concealed nature of influencer marketing, together with the appeal of
captivating content, can result in a direct influence on children’s consumption
behaviour without them being aware of the commercial aspects of these
interactions. When both the influencer and the viewer are children, the
commercial intent might even be more obscured and lead to more potent
commercial pressure.

Ataglance  9: Children's rights - influencer marketing

As observed in th is report , children may struggle to discern when information,

content, or entertainment actually is a persuasive commercial message. The often -
concealed nature of influencer marketing, paired with captivating content, may lead
influencers to directly influence wthoutl drends ¢
children being aware of the commercial aspects of these interactions. The lack of

clarity regarding the commercial nature of certain content can make them

vulnerable to manipulation. For exampl e, watching peers  who are influencers

engage in play or entertainment may obscure the underlying commercial message,

as children perceive it as just another child enjoying exciting toys. i

"y, Verdoodt, S. van der Hof and M. Leiser, o6Child Labour and Online

S. Ranchordas (eds), The Regulation of Online Influencers (Edward Elgar Publishing 2020).
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In addition, the  review showed that viewers perceive themselves as sharing similar
opinions and preferences with influencers. This suggests that a positive review of a
brand or product from an influencer may lead to a favourable response or purchase

by the viewer. 172 Humans, being inherently social creatures, tend to copy

behaviours and beliefs of people they like. 173 The impact of commercial pressure
via peer influencing can be even more potent when both the influencer and the

viewer are children.

In the case of child influencers, familiarising children with influencer work and the
promotion of goods and services at a young age may lead them to normalise
commercialisation and/or exploitation. 174 High - earning child influencers who
endorse a lifestyle rooted in consumption (e.g. , receiving new toys on a daily basis)
could artificially cultivate materialism or an unnatural attachment to money in

children, affecting their decision - making and freedom of thought in

commercial contexts .17 This also raises significant concerns about their overall

well -being and development.

2.2.2 In -game (data -driven) marketing

In relation toin  -game marketing practices, several rights are implicated, most

notably the right to play (Article 31 UNCRC) . Play 1 evenindigital form T has an

i mportant function in a childbés development . |
children gaining knowledge and skills, and digital games are sometimes used as

education tools, directly addressing different forms of learning i cognitive,

affective, and physical skills. ¥ The conc playtd acafr td cul ated in Art
UNCRC encompasses unstructured informal activities that children engage in

172 This phenomenon is also known as social comparison theory. J. Eun Lee and B. Watkins, O6YouTube
Consumer Luxury Brand Perceptions and Intentions6 (2016) 69 Journal o
WA, R. Bentley, M.BrEaml g,andl M. Had e -Whapping DtiatBelsavidd @IT iPress, 2011).

"y, Verdoodt, O6The Privacylalrgeltieddt ilorid uefnc@hi ICb(htent on Digital Pl a:

Geiregat (eds), Social Media Influencers and the #Law (LeA Uitgevers Forthcoming); Verdoodt, van der Hof and Leiser (n

171).

s, J. Opree, M. Buijzen, E. A. van Reijmersdal and P. M. Valkenburg,
Desire, and Materialism: A Longitudinal Studyd (2014) 41 Communicatio
G, T. Richard, o6Video Games, Gender, Diversity, and Learning as Cul't
Computing Participation Through Gamesd (2017) 57 Educational Technol o
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without adult control . These activities are characterised by free choice and are

not obligatory. They typically occur outside formal educational and work settings. L7

While play has historically involved some level of influence from commercial

companies, such as those developing childrenods
environment introduces new challenges. Certain commercialised forms of play
i n the digital environment may not al i gnderwi th

the UNCRC. 178 For example, even after purchasing a videogame or app, commercial

interests may persist, manifesting through mechanisms like microtransactions or

the collection and use of childrends personal
Research underscores that childre n find the commercial pressures and compulsive

features that accompany their play to be intrusive and problematic. 179 Therefore, it

iS up to States to ensure that videogame businesses do not employ marketing

practices designed to prioritise commercial interests over the interests of the child.

Furthermore, the  CRC also recommends that practices that rely on immersive
advertising and advertising in virtual and augmented reality environments

to promote products, applications and services should be prohibited  from
engagement directly or indirectly with children. 180 While this ban is unlikely to cover
all types of in  -game marketing, it is likely to include cases where the immersive
experience overwhelms children to the extent that they have no room for

independent thought or decision -making. This becomes especially r elevant with the
emergence of the  metaverse and advanced virtual reality technology.

77 p, David, A Commentary on the United Nations Convention on the Rights of the Child, Article 31: The Right to Leisure, Play
and Culture (Brill 2006).
7 UN Committee on the Rights of the Child, &éGeneral Comment No. 17(20]1

recreational activities, cultural life and the arts (art. 31)06 (Refwo
s, Livingstone and K. Pothong, O6Playful by Design: A Vision of Free
2021) https://digitalfuturescommission.org.uk/wp -content/uploads/2021/11/A -Vision -of -Free - Play -in-a- Digital -World.pdf .

B UN Committee on the Rights of the Child, &éGeneral Comment No. 25 ( 2
EnvironmelB5)d. (n
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Digital marketing practices and
their impact on children’s rights:
in-game (data-driven) marketing

How can in-game (data-driven) marketing impact the rights of children and
young people?

First and foremost, advertising that is (sometimes seamlessly) woven into the
fabric of games and game platforms can have an impact on young gamers' right
to free play.

The United Nations Convention on the Rights of the Child (UNCRC) describes play
as unstructured informal activities that children engage in without adult control.
In that respect, certain commercialised forms of play in the digital environment
may not align with a child's right to play.

Beyond the right to play, data-driven aspects of in-game marketing raise
concerns related to children’s rights to privacy, freedom of thought and
protection from economic exploitation.

While data-driven business models play a pivotal role in enabling free-to-play
games and ensuring access to digital culture for all players, including children
from diverse socio-economic backgrounds, they simultaneously raise issues
concerning profiling, behavioural targeting and personalisation practices as these
techniques might directly influence user behaviour (for instance, make an in-
game purchase), without children being aware of the underlying data processing.

Ataglance 10 : Children's rights - in -game marketing

Beyond the right to play, the data -driven aspects of in  -game marketing introduce
significant concerns related to variousghtet her

to privacy  (Article 16 UNCRC), freedom of thought (Article 14 UNCRC) and
protection from economic exploitation (Article 32 UNCRC).  While data -driven
business models play a pivotal role in enabling free -to - play games and ensuring

access to digital culture for all players, including children from diverse socio -
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economic backgrounds, they simultaneously raise issues concerning profiling,

behavioural targeting , and personalisation practices 18t

In addition, data -driven in -game marketing extends beyond mere observation of

user behaviour for the purpose of serving tailored advertising, but also involves

directly influencing user behaviour A82 1t can | i mit -davelopméent d 6 s s e

and autonomy, as behavioural predictions and nudging techniques can
predetermine options and choices. 183 In the context of video games, this
behavioural targeting can, for instance, lead to children being subconsciously
encouragedtomakein -game purchases (6nudgingd)
may affect them.

Consequently, the CRC has recognised the potential manipulative character of these

or

ma k e

marketing practices: States parties are advised to  prohibit , by law , the profiling or

targeting of children of any age for commercial purposes on the basis of a digital
record of their actual or inferred characteristics, including group or collective data,

targeting by association , or affinity profiling.

2.2.3 Cross -cutting trend: advances in the use of emotions for marketing
purposes

The review of legal document and policy reports reveals a growing consensus

among policymakers, civil society organisations, and scholars that marketing

practices that rely on the use of emotions should not be targeted towards
children . Several policymakers have also recognised the potential impact of using

Al for such purposes.

For instance, the Committee of Ministers of the Council of Europe expressed

concerns aboutthe f act t h &@ne-gtaihee, sib -conscious and personalized

levels of algorithmic persuasion may have significant effects on the cognitive

autonomy of individuals and their right to form opinions and take independent

B p, Declerck and N. Feci, O6Mapping and Analysis of -ikeéElermGentsin¢dea Regul ¢
Games. A Research Report in the Framework of the FWO fAGam(e)(a)Bleo P

2 UNI CEF, 6Child Rights and Online Gaming: Opportunities
https://www.unicef  -irc.org/files/upload/documents/UNICEF_CRBDigitalWorldSeriesOnline_Gaming.pdf

83, Cannataci, O6Artificial Intelligence and Privacy, and
Pr i vacy 0 htps2/@o2umgnts  -dds-ny.un.org/doc/UNDOC/GEN/G21/015/65/PDF/G2101565.pdf?OpenElement
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decisions 0 8 Furthermore ,the OECD has taken a significant step in adopting a
legally binding standard for the responsible development of neurotechnology. 185
This recommendation underscores, among other things, the importance of

safeguarding personal brain data, particularly within commercial contexts.

Mar keting practices that rely on the use of <ch
render (childreno6s) consumer 1% Hhisisof@aticdar ghl y pr
significance righttofrdedoin df theughd s (Article 14 UNCRC) 187 to
development (Article 6 UNCRC) , and to privacy  (Article 16 UNCRC).

Given the potential influence that emotion -based marketing may have
decision -making, scholars have expressed concerns about a potential impact on
childrends devel opment anldthatregard,d otns ingértarittb o u g h t

underline that limitations on freedom of thought are not permissible, in contrast to,

for example, freedom of expression. 188

B Council of Europe, Committee of Ministers, éDeclaration by the Commi
Al gori t hmi c Pr ohtess/ssacdch.coe.Rt@r/@ages/result_details.aspx?Objectld=090000168092dd4b .

8 OECD, 6Recommendation of the Council on Responsible Innovation in Ne
186 See for example: ~ S. J. Stanton, W. Sinnott  -Ar mstrong and S. A. Huettel, ONeuromarketing:

and Potenti al Mi sused (2017) 144 Journal of Business Ethics 799.

187 This right can also be found in the following articles: article 18 of the Universal Declaration on Human Rights, article 18 o f

the International Covenant on Civil and Political Rights, and article 9 of the European Convention on Human Rights and

Fundament al Freedoms, article 10 CFEU. See also F.Shaheed, O6Report of the Speci al Rapporteur

Ri ght sd6 ( 201 4nhttps:Adigiadibra2y8iorg/record/755488

R, Hodgkin and P. Newell, o6l mplementation Handbook for the Conventic

Editiond (UNICEF 2007)
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Digital marketing practices and
their impact on children’s rights:
cross-cutting trend of using
motions for marketing purposes

How can marketing practices that heavily rely on the use of emotions
impact the rights of children and young people?
The analysis of legal documents and policy reports has shown that there is a

growing consensus that these types of marketing practices should not be
targeted at children. This is because such types of ads can strongly influence
children’s consumer decisions and disregard their autonomy which is viewed as
manipulative. Because of their (frequently) subliminal nature and high efficacy,
they pose a significant risk to children’s rights to freedom of thought,
development and privacy, as well as their right to protection from economic
exploitation.

The UN Committee on the Rights of the Child emphasised the need to prohibit
marketing practices that rely on neuromarketing, emotional analytics and related
practices in promoting products, applications and services, either directly or
indirectly to children.

Ataglance 11 : Children's rights - use of emotions for marketing purposes

Individual consumers (including children) operate within a sociocultural, economic

and political framework that shapes their thinking patterns and feelings in the

marketplace. 189 Marketing practices relying on emotions could help shape this

framework for children from a very young age, ultimately affecting their

development and ability to direct their own path in life, 190 and consequently there is

a concern about the normalisation of such marketing practices within society.

Moreover, there are concerns that digital marketers may employ tactics that

influence consumer decisions and disregard their autonomy in selecting products or

189 Shaheed(n 187) 3; E. J. Arnould and Craig J Thompson, O6Consumer Culture
(2005) 31 Journal of Consumer Research 868.
190 Al Abbas, Chen and Saberi (n 143).
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services, which is viewed as being manipulative  .1°! These concerns become even
more pressing when children are involved, as they are considered to be a

particularly vulnerable segment of consumers.

Targeting such manipulative practices to children raises concerns about potential
violations of their  right to protection from economic exploitation (Article 32

UNCRC). 192 Even though there might be little hard evidence at this moment in time

how the effects of such practices materialise and what their long -term impact may
be, the precautionary principle might come into play. 193

This principle compels society to act cautiously if there are certain T not necessarily
absolute 71 scientific indications of a potential danger , and not acting upon these
indications could inflict harm. 194 When it comes to practices that give rise to

substantial concerns regarding the risk of harm to the well -being and rights of

children, the precautionary principle may underpin the implementation of legal

prohibitions or restrictions. 195

In this regard, the UN Committee on the Rights of the Child emphasised in GC25
the needto prohibit  marketing practices that rely on neuromarketing, emotional
analytics and related practices in promoting products, applications and services,

either directly or indirectly to children. 196

191 Stanton, Sinnott - Armstrong and Huettel (n 186 ); Al Abbas, Chen and Saberi (n 143).

192 Verdoodt, Chi | drends Rights and Commercial Cdgm@unication in the Digital
WE. Lievens, 6Growing Up with Digital Technologies: How the Precautic
Potenti al Serious Harm to Childrends Rightsd (2021) 39 Nordic Journal
194 E. Lievens, Protecting Children in the Digital Era: The Use of Alternative Regulatory Instruments, vol 105 (Martinus Nijhoff

Publishers 2010).

195 Lievens (N 193).

% UN Committee on the Rights of the Child, &é6General Comment No. 25 ( 2
Envi r on melB5) . ThenCommittee also encourages States parties to introduce or update data protection regulation and

design standards that identify, define and prohibit practices fthat ma
thought and belief in the digital environment, for example by emotional analytics or in
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n 3: The EU |
I mar keting p

e ga
rac

This section of the report focuses on the obligations for commercial actors that

target or facilitate the targeting of marketing practices to young audiences in the

digital environment at the EU level. Within each of the selected practices, a

separate set of requirements and protective measures is examined. Nevertheless, it
is important to note that the analysis presented in each subsection may also be
relevant and applicable to other marketing practices. The aim of this section is not

to give an exhaustive  overview of legislation and self -regulation in this area, but

rather to give an idea of the complexity and interplay of these instruments.

Within the European Union, a complex web of regulation applies to marketing
practices targeting children online. 197 Rather than having a single piece of
legislation devoted exclusively to marketing practices in the digital environment,

existing instruments and provisions have been retrospectively adapted to new

technologies and services and new instruments have been ad opted. **® These
include :
Q the Electronic Commerce Directive (ECD) (199

Q the Unfair Commercial Practices Directive (UCPD)
Q the Audiovisual Media Services Directive (AVMSD) 200

Q0 the General Data Protection Regulation (GDPR)

197 For a more comprehensive overview, see Verdoodt, Chi |l drendés Rights and Commercial Communi c.
(n 18).
% oNew Forms of Commercial Communications in a Converged Audiovisual ¢

199 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information
society services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce').

200 Directive (EU) 2018/1808 of the European Parliament and of the Council of 14 November 2018 amending Directive
2010/13/EU on the coordination of certain provisions laid down by law, regulation or administrative action in Member States
concerning the provisi  on of audiovisual media services (Audiovisual Media Services Directive) in view of changing market
realities .
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Q the Digital Services Act  (DSA) .

Q (potentially) the future Artificial Intelligence Act (AIA).

In addition, it is essential to recognise the role of self -regulation, as the marketing

sector has traditionally been very active in developing guidance for its members.

European
Union

EU rules protecting children and

oung people online in relation to
digital marketing practices

What are the most important EU laws that protect children and young people
online, and particularly in relation to (manipulative) digital marketing practices
targeted at them?

The European Union has a set of strong laws that aim at the protection of children
against marketing practices that are targeted at them. The most important ones, that
are currently in effect, are:

= the Electronic Commerce Directive (ECD): This foundational legal framework
regulates information society services in the EU. It sets out the basic rules for
(among others) mandatory consumer information, online contracts and
commercial communications.

* the Unfair Commercial Practices Directive (UCPD): This horizontal legal
framework sets the harmonised rules in relation to misleading, aggressive or
otherwise unfair business-to-consumers commercial practices (including
marketing), both on- and offline. It considers children as a group of consumers
who are particularly vulnerable for such practices. Besides general rules
applicable to all consumers, it also contains a specific prohibition on direct
exhortation towards children.

+ the Audiovisual Media Services Directive (AVMSD): This set of rules applies to all
services that provide audiovisual media content, as well as video-sharing platforms,
and regulates the requirements for commercial communication in this context.

« the General Data Protection Regulation (GDPR): This legal framework ensures that
the personal data of all people in the EU are protected, both on- and offline. It sets
ground rules for how marketers may and may not use personal data for their goal
of conveying commercial messages as effectively as possible, and underlines that
children need specific protection in this context.

+ the Digital Services Act (DSA): This set of rules ensures that online platforms offer a
safe, predictable and trustworthy environment. In doing so, it imposes stricter rules
to the largest online platforms in the EU, such as Instagram, Snapchat, TikTok or
YouTube. It requires such online platforms to more carefully assess the risks
associated with their services, also with regard to vulnerable users like children and

young people.
Ataglance 12 : EU rules protecting children in digital marketing practices
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3.1 Influencer marketing

Turning to the regulatory framework, both legislative and self -regulatory
instruments exist which contain requirements for influencer marketing. 201 In this
section, we focus on the ECD, AVMSD, UCPD, DSA, and the International Chamber
of Commerce (ICC) Code.

3.1.1 Obligations for influencers and platforms

Obligations are imposed both on influencers 1T as O6tradersdé or partie
behalf of traders (UCPD) 2%2 or providersof @udi ovi sual medi a Derrvic
60i nf ormati on s o cECR)ti yandoretihev platfermsd that offer influencers a

channel to communicate with their audience ifas O0trader PVHprofidesBD) |,
dnformation society services  6(ECD) or &ideo -sharing platform s er v i (WSP¥ 6

(AVMSD) or dvery large) online platforms 0(DSA).

3.1.2 Disclosure requirements

Crucially, all marketing practices on digital platforms must be clearly disclosed
This stems from the identification principle , which entails that commercial
communications should be recognisable . A host of instruments include disclosure
requirements. The ECD, for instance, compels Member States to ensure that
commercial communications which are part of, or constitute, an information society
service shall be clearly identifiable as such (Article 6). The AVMSD requires that

audiovisual commercial communicat lons are readily recognisable (Article 9 ). 204

201 Seealso ERGA, O0How to Identify and Localise VlIoggers and Regul ate Their
< https://lerga -online.eu/wp -content/uploads/2022/12/2022 -12-ERGA-SG1-Report - Vloggers -2.pdf >.

202 fiPersons engaging in commercial endorsement activities online, such as influencer marketing (...), could qualify as traders

if they engage in such practices on a frequent basis, regardless of the size of their audience. Alternatively, in case the

persons do not qualify as traders, they could nevertheless be conside
promoted by the practice and therefore fall wi thin the scope of the Directive. The obligations to be clear about the commercial

communication, in particular under Article 7(2) UCPD, apply to traders regardless of whether they are the supplier of the

productsornot. 0Eur opean Commi ssi on, 0 €Guidancesos theolnterpi¢tmtion andeApplication of Directive

2005/29/EC of the European Parliament and of the Council Concerning Unfair Business -to - Consumer Commercial Practices in

the Internal Market. Official Jour nal of the European 1O0pion C 526/186 (n

203 fln addition to the obligations of influencers and brands, the online platform that is used for the promotional activities is

subject to its own obligations of professional diligence under the UCPD (...). This includes the obligation to take appropria te

mea sures to enable third party traders to comply with their obligations under EU law, e.g. , to provide specific and appropriate

di sclosure tools in tbebidpl atformds interface

204 A similar disclosure requirement stems from Article 6(a) of the e -Commerce Directive for online commercial

communications.
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Recital 3 of the AVMSD explicitly mentions that channels on video -sharing platforms
(e.g. , YouTube channels) could constitute audiovisual media services. Hence,
influencers who fulfil the AVMSD criteria to be considered as an audiovisual media
service provider will need to comply. These elements include having editorial

responsibility over the programmes, targeting the general public as their audience,
and being considered as an economic service .205 The obligation included in Article 9
also extends to VSP providers for the advertisements that they market, sell or

arrange.

EU rules in relation to
Influencer marketing

How do EU laws strengthen the protection of children and young people’s
rights in the context of influencer marketing?
The EU's legal instruments impose obligations on both influencers and platforms.

Among other requirements, influencers and platforms must ensure that
advertising in general (also when targeted at children and young people) is
clearly recognisable as such.

Furthermore, the EU laws prohibit that advertisers address calls to action directly
to children and young people, for instance, in the form of “Tell your mom to buy
... for you!". Influencer marketing cannot unduly influence children and cannot
contain harmful messages.

Ataglance 13 : EU rules for influencer marketing

VSP providers musttake appropriate measures to comply with the rules related to
audiovisual commercial communications , taking into account the limited control
they exercise over the content. 29 They must inform users clearly where

programmes and user -generated videos contain audiovisual commercial

205 |mportant to note is that the economic service criterion dormally provided for remuneration, OArticle 57 TFEU) should be
interpreted broadly and not merely as monetary payment.
206 Article 28 b (2) AVMSD.
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communications 2°7 and, where appropriate, must have a functionality for ~ users to
declar e when a user -generated video includes audiovisual commercial

communication .2% |n this regard, the Digital Services Act also require s online
platforms to provide recipients of the service T including influencers T with a
functionality to declare whether the content they provide is or contains commercial
communication. 29 This can, for instance, entail offering a toggle that can be

switched on when an influencer uploads a video.

The UCPD prohibits misleading or hidden marketing messages. 210 The Commission
has indicated that the failure to clearly declare the commercial element in an

i nfluencerds content or practice (for instance
discount code or link to their audience for a commission fee, retweeting or ta gging
a brand) could amount to a misleading practice under Articles 6 and 7 UCPD and

could also be considered prohibited practices under Points 11 and 22 of the Annex

to the UCPD. 21 Importantly,t he UCPD considers childrenasa  vulnerable group

of consumers , and the impact of marketing practices specifically targeted to them

must be interpreted from the perspective of the average member of that group. 212
It entails that disclosures of marketing practices must be understandable for the

likely target audience, also depending on other circumstances such as the specific

platform through which the marketing practice is delivered. 213

The various EU legislative instruments do not indicate how  exactly marketing
messages should be disclosed , but guidance indicates that disclosures must take

into account context, placement, timing, duration, language, target audience and

207 ibid .

208 Article 28 b (3) (c) AVMSD.

209 Article 26 (2) Digital Services Act. The same requirement has been pointed to by the Commission in the context of the

U C P D Thisfincludes the obligation to take appropriate measures to enable third party traders to comply with their

obligations under EU |l aw, e.g., to provide specific and" appropriate d

210 Article 6 and 7(2) and point No 11 and 22 of Annex | UCPD.

2lEuropean Commi ssi on, 6 €Guidanceson theomerphmtion andeApplication of Directive 2005/29/EC of
the European Parliament and of the Council Concerning Unfair Business -to -Consumer Commercial Practices in the Internal
Market. Official Jour n al of the European Opion C 526/16 (n 1

212 Recital 19 UCPD. Article 9.1(g) AVMSD.

28 European Commi ssi on, ¢ €Gulancesos theonterpimtion anceApplication of Directive 2005/29/EC of
the European Parliament and of the Council Concerning Unfair Business -to -Consumer Commercial Practices in the Internal
Market. Official Jour n al of the European Opion C 526/16 (n 1
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other aspects .24 Across EU Member State legislation , various approach es on how to

label such messages have been adopted .?%°

Self -regulatory codes at international level i such as the ICC Advertising and
Marketing Communications Code T encompass disclosure obligations that extend to
influencers, but also lack concrete guidelines. Such guidance is included in national

self -regulatory codes but the diversity in disclosure notices and hashtags to be used
(e.g. , #ad, #advertising, #sponsored, #brandambassador, #collaboration, #gifted)

varies considerably. 216

Finally, the Digital Services Act adds complementary obligations for plattorms  to
collect and verify the information from traders or those who promote messages or

products or services on behalf of brands (which includes influencers). 217 Platforms
also have the duty to investigate, verify , and share this information with public

authorities. 218

3.1.3 No direct exhortation to buy
Both the UCPD and AVMSD  prohibit direct exhortations to children to buy

advertised products  or services or encourage childrento  or persuade their parents

or other adults to buy advertised products or services for them. ?21° Statements by
influencers | ike O6Buy my sweaters nowd or 0Tel
websited would thus be prohibited. As another

2“The Commi ssion Not i c alisciootu bféehe comrhescial elenteret mist be clear and appropriate, taking into

account the medium in which the marketing takes place, including the context, placement, timing, duration, language, target

audience and other aspects. The disclosure must be s ufficiently salient to adequately inform the average or vulnerable

consumer that receives the content. For example, the disclosure cannot be considered adequate in case the information

concerning the commercial communication is not displayed prominently (e .g., hashtags at the end of a lengthy disclaimer;

merely tagging a trader) or requires the consumer to take additional steps (e.g. ,click on Oroelddd mor ed)

215 See for instance, as an illustration of the implementation of AVMSD related requirements, the Content Creator Protocol of

the Flemish Regulator for the Media: https://www.vlaamseregulatormedia.be/en/content -creator -protocol . For EU consumer

protection law requirements, the Influencer  Legal Hub is worth mentioning as a platform providing basic guidance for the

different actors involved in influencer marketing on how to comply. For more information see

https://commission.europa.eu/live -work -travel -eu/consumer -rights -and -complaints/influencer  -legal -hub_en .

216 For a comparison of influencer self -regulation in the United Kingdom, Belgium and the Netherlands see V. Verdoodt and N.

Feci, o6Digital Influencers and VIogging Advertising: Calling for Awar
Media.

217 Article 30(1) of the DSA  and Recital 72 DSA.

218 Article 30 of the DSA. See also C. Cauffman and C. Goanta, O6A New Order: The Digital
Protectiond (2021) 12 European Journal of Risk Regulation 758.

219 point 28 Annex | UCPD  and Article 9(1) g AVMSD
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children to i nteract with an animal character by sending premium -rate messages

were regarded to violate this prohibition. 220

3.1.4 Aggressive commercial practices

Considering the close connection that influencers establish with their audience,

specific actions might be deemed as constituting undue influence, thereby

qualifying as an  aggressive commercial practice under the UCPD. This becomes
especially pertinent when the audience comprises children. 221

3.1.5 Harmful promotional messages

The revised AVMSD also contains specific protections for children against
harmful  audiovisual commercial communications which influencers need to
abide by .2%?

VSP providers are required to  take appropriate measures to ensure that
influencers comply with the rules of the AVMSD when they upload videos. 223 Thus,
VSP providers are required to take measures to protect minors from harmful

audiovisual commercial communications and the general public from audiovisual

commercial communications containing hate speech or illegal content. 224

In order to determine what measures are appropriate, VSP providers have to take

into account t h enatiire of the content in question, the harm it may cause, the
characteristics of the category of persons to be protected as well as the
rights and legitimate interests at stake, including those of the video -sharing
platform providers and the users having created or uploaded the content as well as

the public interest.  **® Additionally, the measures have to be practicable and
proportionate, in light of the actual size of the VSP service and the nature thereof.

Potential measures could be adding the identification requirement in their terms

22Furopean Commi ssi on, ¢ €Guianceson theonterpitmtion anceApplication of Directive 2005/29/EC of

the European Parliament and of the Council Concerning Unfair Business -to -Consumer Commercial Practices in the Internal
Market. Official Jour n a | of the European Opnion C 526/16 (n 1
221 ipid.

222 Article 9 AVMSD.

223 Verdoodt and Feci (n  216).

224 Article 28b (1) of the AVSM Directive.
225 Article 28 b (2) of the AVMS Directive.
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and conditions; installing flagging, age verification, parental control and rating

mechanisms; and media literacy measures. 226

3.2 In -game (data -driven) marketing

Several legal instruments are applicable in the context of in -game (data -driven)
marketing. In this section, we will focus on selected provisions from the UCPD, the
GDPR and the DSA. 2?7

3.2.1 Disclosure, misleading and aggressive commercial practices

Similar to influencer marketing, the identification requirement of the UCPD 228
comes into play for in  -game marketing, as the different types of marketing

practices significantly rely on the integration of commercial messages into the

gaming environment. In this scenario, the requirement is crucial for the gaming

(platform) provider who will , In practice , have to ensure that marketing practices

within the game are identifiable as such. In -game promotions and advertisements
could also amounttoa  misleading practice under Articles 6 and 7 UCPD, if the

commercial element is not sufficiently clear and distinguishable from gameplay. 229

In addition, when  marketing practices in games are personalised based on

information or data about the vulnerabilities of gamers , and children in particular ,

this could have an effectonthe  (child) consumer sdé6 transaclthaonal de¢
been argued that this could amount to the exercise of undue influence, which could

gualify as an aggressive commercial practice prohibited under Articles 8 and 9

UCPD.2%0

226 Article 28 b (2) of the AVMS Directive. In relation to the age verification and parental control mechanisms, the Directive

prohibits that any personal data of minors collected in this context is used or resold for commercial purposes (e.g.

behavioural advertising, direct marketing).

227 While the videogames sector in Europe has developed the Pan European Game Information system (PEGI), which provides

age -ratings and content labels to assess the appropriateness of video games for players of certain age categories, this system

does not spe cifically provide a descriptor for games containing in -game advertising. PEGI, 6The PEGI Code of Cor
https://pegi.info/pegi -code -of-conduct .

228 Note that in this context, the disclosure requirements of the ECD may also apply.

2 European Commi ssi on, ¢ €Gulanceson theonterpitmtion anceApplication of Directive 2005/29/EC of

the European Parliament and of the Council Concerning Unfair Business -to-Consumer Commercial Practices in the Internal
Market. Official Jour n a | of the European Opnion C 526/16 (n 1
20 jhid.
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